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2. Purpose of this document 
A Data Protection Impact Assessment (DPIA) is a useful tool to help NHS England demonstrate 
how we comply with data protection law. 

DPIAs are also a legal requirement where the processing of personal data is “likely to result in a 
high risk to the rights and freedoms of individuals”. If you are unsure whether a DPIA is 
necessary, you should complete a DPIA screening questionnaire to assess whether the 
processing you are carrying out is regarded as high risk.  

By completing a DPIA you can systematically analyse your processing to demonstrate how you 
will comply with data protection law and in doing so identify and minimise data protection risks.  

This document should be read in conjunction with the DPIA Guidance and DPIA Screening 
Questionnaire  

  



3. Introduction 
Vision 
The overarching vision of NHS login is to provide a secure, seamless, and user-friendly digital 

identity platform that enables individuals to access a wide range of health and adult social care 

services online, reducing avoidable demand on front line NHS and adult social care services, 

and facilitating a channel shift of patients and carers to digital services.  

NHS login plays a pivotal role in delivering the NHS 10 Year Plan by enabling the digital 

transformation that underpins many of its core ambitions, this includes enabling digital access, 

supporting integrated care, empowering patients to have greater control, facilitating safe data 

sharing and providing a foundation for the innovation and development of future services.  

Objectives 
1. Drive efficiencies to the NHS and adult social care services – by providing information, 

tools and services to people digitally enabling people to self-serve, we will help to drive 
efficiencies. 

2. Improvements in People’s Experience – by bringing everything together for people 
regardless of where the service is commissioned, masking the complex structure of the NHS 
and adult social care services; making it easy to interact and transact digitally; giving people 
greater access to their information and providing transparency and clarity.  

3. Improve Health and Adult Social Care Outcomes – by providing easier digital access, 
greater engagement through greater transparency, more information, tools, and services 
and better being able to target messages to people through their channel of choice, we will 
improve health outcomes and respond to the prevention agenda aspirations. 

 

NHS login Key Performance Indicators 
• Monthly successful user journey completions 
• Level of identity verification risk 
• Quality of end-to-end user experience 
• NHS productivity savings 
• NHS login operational costs 

  













































Where third parties are processing personal data on behalf of NHS England, and under its 
instruction, as data processors to a data controller, to assist with the delivery of the NHS 
login service, the contractual arrangements include the provisions required by Article 28.3 of 
the UK GDPR. Under the contractual arrangements, any data processor engaging with a sub-
processor to carry out some part of the commissioned work must impose the same data 
protection obligations on that party (as per Article 28.4). 

  







15. Where you are collecting personal data from the individual, 
describe how you will ensure it is accurate and if necessary, 
kept up to date 

NHS login ensures the accuracy and currency of personal data collected directly from users 
through a combination of technical validation, cross-checking with authoritative datasets, 
and user-controlled updates, including: 

1. Validation at the point of collection 

Personal data provided by users (e.g., email address and mobile number) is verified through 
secure mechanisms: 

• A securely signed URL link is sent to the email address. 

• A One Time Passcode (OTP) is sent by SMS to the mobile number. 

These steps confirm the user is in control of the contact details they provide and supports 
accuracy and non-repudiation at the time of data entry. 

2. Cross-reference against authoritative sources 

To ensure identity information is correct, NHS login matches the data supplied by the user 
against the Personal Demographics Service (PDS), which holds the NHS-wide authoritative 
patient record. 

Where a match cannot be made, the user must recheck or re-enter their details before 
proceeding or seek rectification in person at their GP practice. This prevents inaccurate data 
from being registered. 

Where a user enters a UK passport number, the details will be validated against His Majesty’s 
Passport Office (HMPO) data. Where a match cannot be made or does not correlate with the 
record held within PDS the user must recheck or re-enter their details or provide an 
alternative identity document. 

3. Use of verified GP credentials (where applicable) 

Where GP Online Credentials are used for the purpose of NHS login identity verification, they 
support accurate matching to the record held in PDS, helping ensure demographic 
information aligns with clinical system records. 

4. User ability to keep details up to date 

Users can update their own contact details (email address and mobile number) via the NHS 
login User Account Management function. 
 
This ensures their NHS login authentication information remains current and if requested to 
be updated by the user the contact details held within their PDS record. 

5.  Secure storage and controlled access 

All personal data is stored securely within NHS England systems, with strict access controls 
and processes. This ensures that when updates occur, either by the user or via authoritative 
sources, they are applied correctly and safely. 
 



6.  PDS updates reflected in NHS login 

Because NHS login references PDS for identity matching, any updates a user or the NHS 
makes via their GP or NHS records (e.g., change of name, change of GP (ODS code), change 
of address and death status) are reflected the next time the service checks PDS. 

  









18. Where personal data are stored or processed 

The boundary of the data flow diagram set out at Section 5 of this DPIA is the UK and the 
European Economic Area. 

All the current suppliers to the NHS login service are identified in Annex A. 

To manage risk, and to eliminate costs relating to due diligence, the NHS login programme 
has a policy position of restricting the processing, including storage, of personal data shared 
with connected services (i.e. relevant scopes and claims) to locations with UK adequacy 
regulations. This means that the standard of data protection provided in a processing location 
outside the UK should be not materially lower than that in the UK.   

The connection agreement is the means of imposing a geographical restriction – which, 
dependent on the technical architecture of the connected service, might be to the UK only, 
the European Union or the European Economic Area, or a specific location(s) with UK 
adequacy regulations. 





























20. Further Actions 
• The completed DPIA should be submitted to the Privacy Transparency and Trust (PTT): 

Analytics and Operations team for review. 
 

• The IAO should keep the DPIA under review and ensure that it is updated if there are any 
changes (to the nature of the processing and/or system changes) 
 

21. Signatories 
The DPIA accurately reflects the processing, and the residual risks have been approved by the 
Information Asset Owner: 

 

Information Asset Owner (IAO) Signature and Date 

Name Role Date 

 IAO   

  



FOR OFFICE OF THE SIRO AND OFFICE OF THE DPO USE ONLY 

22. Summary of High Residual Risks 
There are No High residual risks. 

Risk no. High residual risk summary 

  

  

  

 

Summary of DPO advice: 

Data Protection Officer (DPO)  Signature and Date 

 

ICO consultation outcome: 

Office of DPO     Signature and Date 

 

Next Steps: 

DPO to inform stakeholders of ICO consultation outcome  

IAO along with DPO and SIRO to build action plan to align the processing to ICO’s decision. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 





Annex B – Risk Assessment Matrix 
Use the matrix below to make an objective assessment of the risks. Consider the severity of the impact and likelihood of the event occurring to 
assess whether the risk is high.  

• Likelihood means how likely it is that the risk or impact of the risk may materialise.  
• Severity means the magnitude of the risk and its impact if it materialises.  

Assessing the likelihood and severity of the risks will enable you to prioritise your response to the risk – what controls you should put in place 
immediately to minimise the risk; what you should do soon and what you can do later, if resources allow, etc. 

 
  





IAO Information Asset Owner - A designated individual responsible for ensuring that information assets are managed and handled 
appropriately 

ICB Integrated Care Board – Regionally distributed NHS bodies responsible for planning and funding local healthcare services 
ICO Information Commissioner’s Office - UK public body that protects data privacy and freedom of information 
IM1 Interface Mechanism 1 - Standard API used to integrate third-party applications with NHS GP systems 
NDC National Digital Channels - Central NHS platforms (e.g., NHS App, NHS.uk) that provide digital health services 
NDIT National Data Ingestion Tenant - Centralised data collection point within NHS infrastructure for ingesting health data 
NDOO National Data Opt-Out - NHS policy allowing individuals to opt out of sharing their confidential data for research and planning 

NHSA National Health Service Act (Isle of Man) - Refers to the legislation that governs the NHS, including variants like the Isle of Man 
Act 

NICE National Institute for Health and Care Excellence - The UK body that provides guidance and recommendations on health and 
care practices 

OLC Online Consultation - Digital method for patients to contact their GP or healthcare provider without a face-to-face visit 
ODS Organisation Data Service - The NHS service that issues and maintains unique identifiers for organisations and professionals 
PET Privacy Enhancing Technology - Tools and approaches used to protect personal data and maintain privacy 
PHR Personal Health Record - Digital record maintained by the individual that contains their health information 
PID Personally Identifiable Data - Data that can be used to identify a specific individual (e.g., name, NHS number) 

PRADO Public Register of Authentic identity and travel Documents Online - An online repository of security features in travel 
documents maintained by the Council of the European Union. 

PTT Privacy Transparency and Trust 
RDDT Regional Director of Digital Transformation - Role overseeing digital transformation within NHS regional areas 

Scopes 

Scopes are permissions requested by a connected service to access specific categories of user information held by the NHS 
login service. When a user attempts to access a connected service for the first time, NHS login presents an interrupt screen 
asking the user whether they agree to share the relevant data associated with those scopes. Only after the user actively agrees 
will NHS England transmit the requested data. Scopes operate within the OpenID Connect (OIDC) framework used by NHS 
login to standardise secure authentication and authorisation. 

SLSP System Level Security Policy - Policy that defines the security controls and responsibilities within a specific system 
SME Subject Matter Expert - Individual with deep expertise in a specific area, often consulted for their specialist knowledge 
SMS Short Message Service - Standard technology for sending text messages to mobile phones (text messaging) 
Spine The central NHS digital infrastructure that supports key services such as electronic prescriptions and patient demographics 
UK GDPR United Kingdom General Data Protection Regulation - UK law governing the use and protection of personal data 



WAF Web Application Firewall - Security system that protects web applications by filtering and monitoring HTTP traffic 

Wayfinder NHS system for aggregating and presenting referral data from secondary care and presents it to clinicians to support patient 
care decisions 

e-RS e-Referral Service - The NHS digital service used to manage and book patient referrals to specialist services 
 




