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Purpose of this document 
A Data Protection Impact Assessment (DPIA) is a useful tool to help NHS England demonstrate how we 

comply with data protection law. This document can be made available upon request to the public.  

DPIAs are also a legal requirement where the processing of personal data is “likely to result in a high risk 

to the rights and freedoms of individuals”.  

This DPIA has been conducted for the NHS App and has been refreshed pursuant to the issuing by the 

Secretary of State of the NHS App Directions 2023. 

  



Introduction 
Vision 

To be the digital front door to the NHS2. This will be achieved when a third of patient interactions 
with the NHS are delivered through digital channels. 

Objectives 

1. Improve health outcomes and support users to prevent, improve and manage ill health by: 

• putting them in control of their own health and care, and the health and care of those 
they care for 

• supporting users to navigate the health system and be directed to the right care setting  
• increasing their skills, confidence, knowledge and capacity for self-advocacy 
• giving the public access to high quality, efficient and safe digital services with the aim of 

achieving better health outcomes for individuals and populations 

2. Drive efficiencies and reduce burden, restoring capacity to the frontline and reducing 
administrative overheads by: 
• increasing users’ ability to self-serve, e.g. booking and managing appointments 
• supporting operational efficiency, e.g. reducing do-not-attends 
• reducing operational costs, e.g. replacing SMS with NHS App messages 
• helping users get to the right place, first time 
• designing NHS App services in a way that supports health system KPIs 
• delivering a service with consistent quality, safety, and security and which meets the 

range of user needs 
NHS App Key Performance Indicators 

• Monthly journey completions 
• Level of clinical risk 
• Quality of end-to-end experience 
• NHS productivity savings 
• NHS App operational costs 

Delivery methods to achieve objectives include: 

• improving access to and uptake of core digital health journeys 
• validating emerging use cases and enabling technologies 
• investing in capabilities to make the NHS App sustainable. 

 

  

 
2 As one of the NHS National Digital Channels (NDC) 















Analytics. This supports analysis of how users interact with individual features and journeys, 
including journey progression, completion, drop-off points and service performance. 
Adobe Analytics is a separate destination and dataset from the NHS App operational 
analytics data processed through Azure Databricks, the National Data Ingestion Tenant and 
the Federated Data Platform. Data captured in Adobe Analytics is not automatically 
transferred into the Databricks/FDP analytical flow. 
Further information about the Adobe processing arrangements is provided in the National 
Digital Channels Adobe Analytics Cross Channel Tracking DPIA. 

  





extent that NHS England facilitates the transmission of this data, it acts as a Data Controller 
independent of the GP Practices (as part of its Joint Controller arrangements with the 
Secretary of State arising from the NHS App Direction 2023 and associated Requirements 
Specification). This is to enable the services requiring transmission of personal data from GP 
Practices on the NHS App to be delivered.  

NHS England and the Secretary of State as Joint Controllers determine the purpose and 
means by which such transmission of personal data takes place in the NHS App, but in all 
other respects the GP Practice is the Data Controller of such personal data. This role of NHS 
England as a joint controller with the Secretary of State applies where files containing 
personal data are surfaced in the NHS App – for example, during a file upload or download 
and notification or messaging action as part of the provision of online consultation (OLC) and 
patient health record (PHR) services. 

  















The service is for users who are 13 years of age or older. For users between the age of 13-15, 
an approval is required from a GP practice as the Controller of personal data contained in a 
GP record. This is required to approve access to GP online services via the NHS App. 

  



































13. How are individuals made aware of their rights and what 
processes do you have in place to manage such requests? 

Users may have a legal right under the Data Protection Act 2018 (DPA 2018) and the UK General 
Data Protection Regulation (UK GDPR) to: 

• know how and why their data will be collected, processed and stored 
• request a copy of their personal data 
• request corrections to errors or omissions in their personal data 
• request to restrict our use of their personal data (e.g. if it’s inaccurate and needs to be 

corrected) 
• request to have data deleted 

Further information is provided in the NHS App Privacy Notice 

Users exercise these rights by:  

1. Making a Subject Access Request (SAR) to NHS England’s Information Rights Request 
team via england.irr@nhs.net. 

2. Requests will be considered under the DPA 2018 and UK GDPR and responded to on a 
case-by-case basis. 

3. Unresolved queries or concern can be escalated to the Data Protection Officer via 
england.dpo@nhs.net 

  





• Suppliers are required to participate in assurance activities that relate to the security of 
the service. 

Suppliers must demonstrate compliance against various industry recognised and NHSE 
defined technical policies and standards. 

 

  



15. Where personal data is stored or processed35 

The programme engages a range of third-party suppliers, which fall into two primary 
categories: 

• Backend Suppliers: These are organisations that support the infrastructure, security, 
operations, and delivery of the service. This includes (but is not limited to): 

• Frontend Integration Suppliers: These are suppliers whose products and services are 
directly integrated into the user-facing application, enabling end users to access 
specific health or administrative functions. This includes (but is not limited to): 

At present, the programme works with: 

• Over 20 backend suppliers, all of which are based in the UK or EEA 
• Over 20 frontend integration suppliers, all of which are also based in the UK or EEA 

All suppliers are Further details, including supplier names, functions are set out in Annex D 

  

 
35 All approaches to data processing are governed by contractual agreements between NHS England and the supplier. 





 
  





















































































17. Further Actions 
• The completed DPIA should be submitted to the Privacy Transparency and Trust (PTT): 

Analytics and Operations team for review. 
 

• The IAO should keep the DPIA under review and ensure that it is updated if there are any 
changes (to the nature of the processing and/or system changes) 

 
 

18. Signatories 
The DPIA accurately reflects the processing and the residual risks have been approved by the 
Information Asset Owner: 

 

Information Asset Owner (IAO) Signature and Date 

Name Role Date 

 Information Asset 
Administrator (IAA)37 22/09/2026 

 

 

 

  

 
37 On behalf of the Information Asset Owner (IAO) 



FOR OFFICE OF THE SIRO AND OFFICE OF THE DPO USE ONLY 

19. Summary of high residual risks 
Risk 
no. 

High residual risk summary 

1 
Technical measures: There is a risk that insufficient technical controls are in place to 
ensure the security and integrity of NHS App data. Controls in place are deemed 
adequate based on current assessment but must be maintained via BAU 

2 

Organisational measures: There is a risk that organisational measures (e.g. training, 
governance, supplier oversight) are insufficient to safeguard NHS App data. Controls in 
place are deemed adequate based on current assessment but must be maintained via 
BAU. 

9 
Third-party data processing/storage location: There is a risk that NHS App data is 
being processed outside of NHS England’s data processing risk appetite. 
Recommended actions for mitigation in progress. 

20 

Lack of interstitial screens for linked services: There is a risk that users will not 
understand that they have left the NHS App environment and may misattribute 
responsibility for the linked service, or may interact with services that do not meet NHS 
England’s security or authentication standards. Recommended actions for mitigation 
in progress. 

 

  



Summary of DPO advice: 

Data Protection Officer (DPO)  Signature and Date 

 

ICO consultation outcome: 

Office of DPO     Signature and Date 

 

Next Steps: 

DPO to inform stakeholders of ICO consultation outcome  

IAO along with DPO and SIRO to build action plan to align the processing to ICO’s decision 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



















































risk of data breaches over time. 
These immediate impacts will 
incur reputational damage and 
erode patient trust. 
Type of Risk: 
Legal, compliance and regulatory 

                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                





PHR Personal Health Record - Digital record maintained by the individual that contains their health information 
PID Personally Identifiable Data - Data that can be used to identify a specific individual (e.g., name, NHS number) 
RDDT Regional Director of Digital Transformation - Role overseeing digital transformation within NHS regional areas 
SLSP System Level Security Policy - Policy that defines the security controls and responsibilities within a specific system 
SME Subject Matter Expert - Individual with deep expertise in a specific area, often consulted for their specialist knowledge 
SMS Short Message Service - Standard technology for sending text messages to mobile phones (text messaging) 
Spine The central NHS digital infrastructure that supports key services such as electronic prescriptions and patient demographics 
UK GDPR United Kingdom General Data Protection Regulation - UK law governing the use and protection of personal data 
WAF Web Application Firewall - Security system that protects web applications by filtering and monitoring HTTP traffic 

Wayfinder NHS system for aggregating and presenting referral data from secondary care and presents it to clinicians to support patient 
care decisions 

e-RS e-Referral Service - The NHS digital service used to manage and book patient referrals to specialist services 
 




