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	Term
	Definitions

	AFAP
	As Far As Possible – The level of risk acceptability criteria as per Clinical Safety Standards 

	Clinical Risk
	Combination of the severity (consequence) and likelihood (probability) of harm to a patient and the likelihood of occurrence of that harm.

	Clinical Risk Analysis  
	Systematic use of available information to identify and estimate a clinical risk.

	Clinical Risk Control
	Process in which decisions are made and measures implemented by which clinical risks are reduced to, or maintained within, specified levels.

	Clinical Risk Estimation
	Process used to assign values to the severity (consequence) of harm to a patient and the likelihood (probability) of occurrence of that harm.

	Clinical Risk Evaluation
	Process of comparing a clinical risk against given risk criteria to determine the acceptability of the clinical risk.

	Clinical Risk Management (CRM)
	Systematic application of management policies, procedures, and practices to the tasks of analysing, evaluating, and controlling clinical risk. A set of interrelated or interacting activities, defined by ETHOS Ltd & NHS England to meet the requirements of the DCB 0129 and DCB 0160 Standards with the objective of ensuring clinical safety in respect to the manufacture, development, deployment and intended use of the National Imaging Register (NIR).

	Clinical Risk Management File (CRMF)
	A file that contains all relevant clinical safety documentation and will perform the function of the CRMF described in the standards.

	Clinical Safety
	Freedom from unacceptable clinical risk to patients.

	Clinical Safety Officer (CSO)
	NHSE accredited clinician responsible for ensuring the safety of the manufacture & deployment of the NIR at NHS England, through the application of clinical risk management as set-out in the NHSE DCB 0129 & DCB 0160 Standards requirements.

	Clinical Safety Case Report (CSCR)
	A report that presents the arguments and supporting evidence that provides a compelling, comprehensible, and valid case that the NIR is safe for intended use.

	ETHOS Ltd.
	Clinical Risk Management Health IT Subject Matter Experts [Clinical Safety Officer] contracting to NHS England providing Health IT Safety assurance in respect of the NIR for the manufacturing and intended use through the application of clinical risk management as set-out in the NHSE DCB 0129 and DCB 0160 Standard requirements.

	Harm
	Death, physical injury, psychological trauma and / or damage to the health or well-being of a patient.

	Platform / Product / System
	 National Imaging Registry (NIR)

	Hazard
	Potential source of harm to a patient.

	Hazard Log
	A mechanism for recording and communicating the on-going identification and resolution of hazards associated with a platform.

	HealthCare Organisation (HCO) 
	NHS England who is deploying the NIR for its intended purpose. 

	Initial Clinical Risk
	The clinical risk derived during clinical risk estimation.

	International Organisation for Standards (ISO) 
	The organisation that develops and publishes International Standards. 
Link at: https://www.iso.org/home.html  

	Intended Use
	Use of the NIR in accordance with the specifications, instructions and information provided by NHS England to its staff for its intended use. 

	Likelihood (Probability)
	Measure of the occurrence of harm.

	Manufacturer 
	Being NHS England, with responsibility for the design, manufacture, packaging, or labelling of the NIR, assembling of such a solution, or adapting a solution before it  is placed on the market and / or put into service, regardless of whether these operations are carried out by that person or on that person's behalf by a third party.

	Patient Safety
	Freedom from harm to the patient.

	Residual Clinical Risk
	Clinical risk remaining after the application of risk control measures.

	Severity (Consequence)
	Measure of the possible consequences of a hazard.

	DCB
	Data Co-ordination Board

	DCB 0129
	Clinical Safety Standard - Clinical Risk Management: its application in the manufacture of Health IT Systems

	DCB 0160
	Clinical Safety Standard - Clinical Risk Management: its application in the Deployment and Use of Health IT Systems

	UAT
	User Acceptance Testing

	SWIFT
	Structured What If Technique
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[bookmark: _Toc350174611][bookmark: _Toc227837066]Introduction
This Clinical Risk Management Plan (CRMP) applies to the NHS England’s NIR and outlines the clinical safety activities, governance structure, and methodologies used to identify, assess, manage, and mitigate clinical risks. This plan aligns with DCB0129 and DCB0160, ISO 14971, ISO 27001, and NHS DTAC requirements.

[bookmark: _Toc227837067]Purpose of Document
The purpose of this document is to define the clinical risk management process for the National Imaging Register (NIR) application, ensuring that clinical risks are appropriately identified, assessed, controlled, and communicated throughout the product lifecycle. It sets out the implementation of, and any variation to, the Clinical Risk Management System (CRMS).
This plan describes how NHS England, as the manufacturer of the NIR, will conduct clinical risk management to ensure patient safety with respect to the design, development, testing, release, and maintenance of the service. It ensures that all safety work is delivered to a high standard and in accordance with the requirements of DCB0129 [Ref 1].
For the purposes of this document (CRMP DCB 0129) this Clinical Risk Management Plan (CRMP) sets out how the manufacturer (NIR programme team) will identify, assess, control, and monitor clinical risks throughout the system lifecycle.
In addition, this CRMP also provides a core assurance process aligned to DCB0160 [Ref 2], establishing a common assessment method that deploying organisations can adopt to manage transferred risks and recommendations. This ensures that, alongside its function as the DCB0129 plan for the manufacturer, the CRMP also supports deploying organisations in meeting their own DCB0160 obligations in a consistent and coordinated manner.
This plan therefore covers:
Hazard identification, risk assessment, mitigation, monitoring, and ongoing review.
Development and maintenance of the Clinical Safety Case Report (CSCR) and Hazard Log.
The assurance framework by which deploying organisations can apply a common, validated DCB0160 assessment method, supported by transferred recommendations and risk controls.

[bookmark: _Toc227837068]Background to clinical safety standards and requirements
Information standards provide the mechanism for introducing requirements to the NHS, those with whom it commissions services and its IT system suppliers. There are two Information Standards related to patient safety described below:
[bookmark: _Toc227837069]DCB0129: Clinical Risk Management: its Application in the Manufacture of Health IT Systems
This standard sets clinical risk management standards for manufacturers of Health IT systems. It requires the manufacturer to establish a structure within which clinical risks associated with the design and development of a new Health IT system or the modification of an existing system are effectively managed. It also ensures that outputs are clearly documented to provide evidence of compliance. Compliance with the standard ensures that the organisation/manufacturer has instigated a best practice clinical safety during the manufacture of the health IT system [Ref 1].
The development of the National Imaging Register (NIR) product is being carried out by NHS England. As such NHS England will provide assurance with DCB0129.
[bookmark: _Toc227837070]DCB0160: Clinical Risk Management: its Application in the Deployment and Use of Health IT Systems
This standard requires health organisations deploying and using new or modified health IT systems to have a structure to manage clinical risks associated with that deployment. Many of the requirements in DCB0129 are repeated in DCB0160 for the health organisations [Ref 2]. Some products will require both standards to be applied. 
Deployment safety for NIR is governed through a structured onboarding model aligned to the NHS England Digital Onboarding Service (DOS), supported by defined clinical safety guardrails and formal governance controls. Whilst NHS England provides core DCB0160 documentation to support deploying organisations, safe deployment is contingent upon each organisation completing and implementing local clinical safety controls, with formal verification prior to go-live.

[bookmark: _Toc227837071]ISO 14971: Risk Management: its application to Software as a Medical Device 
ISO 14971 is an international standard aimed at those products whose intended purpose falls within the scope of the Medical Device Regulation.  The scope of the standard encompasses harm not just to patients, but also to healthcare staff, property, and the environment.  The National Imaging Register (NIR) CRMP will only be concerned with clinical risk management, i.e. potential for harm to patients.


[bookmark: _Toc227837072]National Imaging Register (NIR) Overview
The National Image Registry (NIR) forms part of NHS England’s national digital imaging transformation programme. The National Imaging Registry (NIR) is a cloud-based infrastructure designed to enable the secure sharing and discovery of diagnostic imaging studies across NHS imaging networks in England. It supports clinicians in accessing external imaging data to inform diagnosis and treatment without needing to request or transfer physical media.
[bookmark: _Toc227837073]Why is it needed? 
Today, diagnostic imaging is siloed within local Picture Archiving and Communication Systems (PACS). When patients are imaged in more than one Trust or region, clinicians often lack timely access to prior imaging unless manual workarounds (e.g. CDs, image exchange portals, or direct requests) are used. This creates unnecessary duplication, diagnostic delay, and risks to patient safety. The NIR addresses these issues by making external imaging discoverable and accessible at the point of care. 

[bookmark: _Toc227837074]The Key Benefits of NIR 
· Reduces unnecessary repeat imaging
· Improves clinical confidence and decision-making
· Supports patient flow and coordination across organisations
· Lays a foundation for future AI/analytics on a national scale
· Helps reduce clinical safety risks associated with unnecessary radiation exposure – reduces risk of missed diagnoses and errors from missing images.




[bookmark: _Toc227837075]NIR Delivery Phases 
The NIR is being delivered through a series of structured milestones, allowing progressive assurance, stakeholder engagement, and incremental validation of safety controls:
NIR Delivery: 
The NIR is being delivered through a series of six structured milestones, allowing progressive assurance, stakeholder engagement, and incremental validation of safety controls:
· Milestone 1 – Foundation and Early Adoption:
Establishes the core NIR architecture and registry gateway as private beta. Connects the first set of early-adopter imaging networks to prove technical feasibility, metadata conformance, and baseline governance arrangements.
· Milestone 2 – Architecture Validation and Standards Alignment:
Expands integration testing with additional regional networks. Focuses on validating interoperability across suppliers, refining IHE profile conformance, and incorporating lessons from initial safety and performance evaluations.
· Milestone 3 – Enhanced Observability and Error Handling:
Introduces central monitoring, structured event logging, and a national error-reporting dashboard. These enhancements improve the traceability of data transactions and support proactive detection of metadata or retrieval issues.
· Milestone 4 – Security, Identity and Access Control Strengthening:
Implements enhanced identity management, audit logging, and mutual-TLS controls. Confirms that authentication, authorisation, and access logging mechanisms meet NHS England information-governance and safety requirements.
· Milestone 5 – Supplier Engagement and Network Scaling:
Broadens participation to include all major PACS and VNA suppliers through the DCB 0160 assurance pathway. Focuses on consistent supplier onboarding, conformance testing, and alignment of local SOPs with national safety expectations.
· Milestone 6 – National Rollout and Operational Assurance:
Completes nationwide onboarding of imaging networks, finalises operational governance structures, and transitions NIR into a live service with ongoing monitoring and clinical safety review. 
[bookmark: _Toc227837076]Purpose and Scope Alignment 
The NIR acts as a federated image registry rather than a repository of imaging data. It indexes and manages metadata that enables users and systems to locate, reference, and retrieve diagnostic imaging studies from distributed sources. Clinical images remain stored within local or regional Picture Archiving and Communication Systems (PACS) and Vendor Neutral Archives (VNAs).
The safety assessment described in this CRMP is aligned to the Private Beta release of the National Imaging Register (NIR). Private Beta represents a constrained early-adopter phase involving up to 50 participating NHS organisations are onboarded to validate Milestone 1 (Discovery & Report Retrieval) and Milestone 6 (NRL Query to NIR Gateway) in a real-world clinical environment. This phase is not intended to define the scale of deployment, which will expand through a structured onboarding model aligned to the NHS England Digital Onboarding Service (DOS).
Private Beta Context and Scope
The Private Beta release of the National Imaging Register (NIR) represents a controlled early-adopter deployment used to validate the safety, reliability and interoperability of the Milestone 1 (Discovery & Report Retrieval) and Milestone 6 (NRL Query to NIR Gateway) workflow components. Private Beta represents a constrained early-adopter phase involving up to 50 participating NHS organisations are onboarded to validate Milestone 1 (Discovery & Report Retrieval) and Milestone 6 (NRL Query to NIR Gateway) in a real-world clinical environment.  The 50 organisations provide real-world clinical environments in which NIR components can be validated against live PACS/VNA endpoints, production-level networking conditions, and genuine patient workflows. The purpose of Private Beta is to generate early assurance evidence before wider deployment. This includes validating metadata quality, identifier consistency, endpoint availability, routing behaviour, retrieval completeness, and system performance under real-world load.
Private Beta also provides structured feedback loops into safety governance. Participating organisations report issues, unexpected behaviours, retrieval failures, or metadata anomalies into the triage process. These are reviewed jointly by the NIR Programme Team, Technical Leads, the Clinical Safety Officer and (where required) the Clinical Safety Group (CSG).
The scope of this CRMP therefore aligns with the boundaries of the Private Beta release, ensuring that risk assessment, hazard identification and control verification reflect the actual operational behaviour of the NIR components used during Private Beta rather than future milestones that remain out of scope for this assessment.
Private Beta is not a national release; instead, it is a constrained deployment used to verify safety, performance, interoperability, and clinical workflow suitability before wider rollout. Only the organisations approved through NIR governance may participate in this stage.


Scope
The scope of this CRMP only covers Milestone 1 (Discovery & Report Retrieval) and Milestone 6 (NRL Query to NIR Gateway) in a real-world clinical environment.
Safety Management Approach
The safety assurance of NIR has been managed under the NHS England Clinical Safety Management System, aligned with DCB 0129. A phased review approach was adopted, with two structured Clinical Safety Workshops involving cross-disciplinary stakeholders, including clinical, technical, and programme governance representatives.
Each subsequent phase includes a formal review of the safety position and hazard log to ensure emerging risks are captured, mitigations remain effective, and evidence is updated accordingly.
Complementary DCB 0160 Activities
Parallel safety assurance has been undertaken with supplier organisations under DCB 0160 to ensure that all connected systems and data suppliers demonstrate appropriate clinical safety documentation, hazard analysis, and conformance testing. This includes onboarding reviews, conformance audits, and supplier participation in safety governance meetings. In addition, deploying organisations are required to complete and maintain DCB0160 documentation and controls, supported through the onboarding model described within this CRMP.
[bookmark: _Toc227837077][bookmark: _Toc212207538][bookmark: _Toc141805837]Primary Safety Claims 
Primary Safety Claim 1: Patient Identification Integrity
The NIR ensures that patient imaging metadata and pointers are correctly associated with the right patient, preventing misidentification and reducing the risk of clinicians accessing or acting on another patient’s imaging records.
Primary Safety Claim 2: Retrieval Accuracy and Completeness
The NIR ensures accurate and complete retrieval of imaging pointers and metadata for downstream clinical systems, so that clinicians have reliable access to prior imaging essential for safe diagnostic and treatment decisions. This includes controls relating to the completeness of imaging retrieval across federated networks, including management of HCID inclusion/exclusion rules to prevent omission of relevant imaging data.
Primary Safety Claim 3: Availability and Performance
The NIR maintains acceptable availability, responsiveness, and system stability such that clinicians can access required imaging in a timely manner, particularly in urgent and time-sensitive clinical workflows.
Primary Safety Claim 4: Confidentiality and Access Control
Access to imaging records via the NIR is restricted to authorised users with a legitimate relationship, protecting patient confidentiality and reducing the risk of inappropriate or unauthorised image access.
Primary Safety Claim 5: Clinical Governance and Safety Oversight
The NIR is operated under a defined clinical governance framework including hazard management, incident review, auditability, and structured approval processes to ensure clinical safety risks are identified, assessed, controlled, and monitored throughout development and deployment.
These five Primary Safety Claims align directly with the NIR system architecture, hazard profiles, and validated testing conducted during Private Beta (Milestone 1 and Milestone 6). Each claim is supported by specific safety controls, design decisions, and evidence referenced in the Hazard Log, CRMP, and CSCR. These claims form the overarching safety objectives against which all hazards, mitigations, and residual risks are assessed. Each primary safety claim is supported by specific hazards and controls defined within the Hazard Log, ensuring traceability between safety objectives, identified risks, and mitigation strategies.
[bookmark: _Toc227837078]Medical Device Regulations 
A complete assessment of the National Imaging Register (NIR) against the UK Medical Device Regulations (UK MDR 2002) has been undertaken and is documented in the NIR Clinical Safety Case Report (CSCR v0.7) under the section “Medical Device Regulations Assessment.”
The assessment concludes that NIR is not a Medical Device, as defined by UK MDR and the MHRA “Software as a Medical Device (SaMD): Qualification and Classification” guidance (2024). The NIR does not perform diagnostic functions, does not interpret imaging or clinical data, does not provide clinical decision support, and does not calculate or recommend clinical actions.
Instead, NIR performs discovery, routing and retrieval of imaging metadata, enabling clinicians and systems to locate imaging held by participating organisations. These functions do not alter data, provide diagnosis, or automate clinical decisions.
For the full MDR justification, including qualification logic and regulatory mapping, refer to CSCR v0.7, Medical Device Regulations Assessment. The CRMP does not duplicate that detailed analysis and relies on the CSCR as the authoritative assessment.
[bookmark: _Toc227837079]Clinical Risk Management File
Clinical Risk Management File (CRMF) has been established for the National Image Registry (NIR) in accordance with the requirements of DCB 0129 and the NHS England Clinical Safety Management System (CSMS). The CRMF serves as the central repository for all documentation and evidence relating to the clinical safety assurance of the NIR, ensuring traceability, version control, and governance continuity throughout the system lifecycle.



[bookmark: _Toc227837080]Resources / Personnel
The Clinical Safety Officer (CSO) is responsible for ensuring the clinical safety of the National Imaging Register (NIR)and implementing and overseeing this Clinical Risk Management Plan. The CSO is a suitably qualified and experienced clinician who holds current registration with their relevant professional body and has had appropriate training for this role.  
	Name
	Registration

	Savan Shah
	Clinical Safety Officer, ETHOS Ltd
(General Dental Council Registration Number 210732)




The Senior Responsible Owner (SRO) holds accountability for ensuring that safety controls are implemented. Developers, product owners, and support teams must collaborate in identifying risks and implementing appropriate mitigations

	Joseph Barnett
	Clinical Lead and Clinical Safety Officer, NHS England. Consultant Radiologist, Royal Free NHS Foundation Trust.
National Specialty Advisor for Imaging (AI and Digital) NHS England.





[bookmark: _Toc227837081]Clinical Safety Governance
Clinical Risk Management System
NHS England NIR clinical risk management system follows the methodology as per DCB 0129 (Ref. 1) and DCB 0160 (Ref 2).
[image: A picture containing graphical user interface
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This Clinical Safety Case is the outcome of the application of the NIR Clinical Risk Management System (CRMS).
[bookmark: _Toc227837082]Governance & Responsibilities
· Dr Joseph Barnett - Clinical Safety Lead NIR for the NHS, Radiology consultant, the National Special Advisor for imaging.
· Kira Pennigton - Delivery manager for the NIR project in the Omega squad
· Adebayu Saliu - Business analyst NRL project
· Dan Jones – Technical Lead NIR project for the Omega squad
· Nicola Mallender-Ward – Information Governance Lead for NIR
· James Alcock – Developer in the Omega Squad for NIR
· Ian Tomlinson, NHS England – Clinical Safety Engineer in the Clinical Safety team at NHS England
· Zak Bickhan - Assurance Clinical Safety Officer from Clinical Safety Group
· Daisy Timms – Engineer in the Omega Squad for NIR
· Gbemi Adefuye - Cyber Security Consultant for NIR
· Gavin Hodge - Project manager for program side for NIR
· Savan Shah - Clinical Safety Officer (ETHOS) 
· Patrick Lester – Clinical Safety Officer (ETHOS)  
· Andrew Harrison - Clinical Safety Engineer – (ETHOS)
Figure 1: NIR Clinical Safety Assurance Phases
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NHS England are supported by Ethos Ltd, specialist consultants with expertise in NHS health IT safety and regulatory compliance, who provide input from a Clinical Safety Officer and Safety Engineering perspective. This partnership ensures that the NIR assessment complies with the assurance activities undertaken to meet the intent and requirements of DCB 0129, providing NHS organisations with confidence in the product’s clinical safety.
All clinical safety activities relating to the NIR are led by a registered clinician and trained CSO. In addition to the CSO, there is support from an experienced team that possesses in-depth knowledge of the product and its application in clinical settings.
Clinical Safety assessment for the NIR has been completed with the support of a number of specialists, detailed with their role, organisation and input as in Table 2. 

	Name
	Role / Title & Organisation
	Type of Contribution / Support

	Savan Shah
	Clinical Safety Officer (Signatory) – Ethos Ltd
	Lead Clinical Safety Officer for NIR. Facilitated hazard workshops, authored CRMP and CSCR, validated hazard controls, managed the hazard log and coordinated assurance evidence.

	Dr Joseph Barnett
	Clinical Safety Lead (NIR), Consultant Radiologist, National Specialty Advisor for Imaging (AI & Digital) – NHS England / Royal Free London NHS Foundation Trust
	Provided clinical leadership, subject matter expertise, and oversight of hazard reviews and safety documentation. Chaired reviews and endorsed CRMP.

	Patrick Lester
	Principal Clinical Safety Officer – Ethos Ltd
	Provided review, risk evaluation and safety process oversight for DCB 0129 and DCB 0160 documentation.

	Andrew Harrison
	Clinical Safety Engineer / Technical Lead – Ethos Ltd
	Facilitated hazard workshops, drafted hazard logs, integrated technical mitigations, and led documentation of clinical and technical controls.

	Zak Bickhan
	Assurance Clinical Safety Officer – NHS England Clinical Safety Group
	Provided assurance oversight and clinical safety review across the hazard log and CSCR on behalf of NHS CSG.

	Elizabeth Williams
	Assurance and Safety Governance – NHS England
	Participated in workshops and document reviews, ensured governance and alignment with NHS Clinical Safety Review processes.

	Kira Pennington
	Programme Manager / Governance Lead – NHS England
	Coordinated hazard workshop logistics, contributed to governance structure and scheduling of follow-up reviews.

	Dan Jones
	Technical Lead (Omega Squad) – NHS England
	Contributed to hazard identification and control validation, produced onboarding guidance for certificate management and configuration assurance.

	Gbemi Adefuye
	Cyber Security Consultant – NHS England
	Provided input on cyber-related hazards, reviewed mitigations for security/access control, aligned with NHS England Cyber Security Board.

	Nicola Mallender-Ward
	Information Governance Lead – NHS England
	Provided IG advice on data sharing, privacy notices, and consent hazard mitigations; contributed to DCB 0160 documentation.

	Gavin Hodge
	Project Manager (Programme) – NHS England
	Supported safety documentation reviews, managed programme-level actions, and aligned technical delivery with safety milestones.

	Ian Tomlinson
	Clinical Safety Engineer – NHS England
	Reviewed hazard log, supported technical and clinical safety integration and alignment with the NHS CSMS on behalf of NHS CSG.

	Stephen Fenn
	Clinical Risk SME – NHS Digital Imaging Programme
	Contributed subject matter expertise in clinical risk management and alignment with national imaging safety standards.

	Lee Sydenham
	Clinical Safety Representative – Portsmouth Hospitals University NHS Trust
	Provided frontline clinical input into hazard evaluation and validation of workflow risks.

	Gareth Edwards
	Clinical Lead, Digital Operations & System Support – NHS England
	Provided subject matter expertise on clinical workflow integration and digital operations safety.

	Stephen Hogben
	Programme Representative – NHS England
	Reviewed clinical safety documentation and participated in governance approvals.

	James Alcock
	Developer (Omega Squad) – NHS England
	Contributed technical input on system architecture and error-handling mitigation controls.

	Joe Green
	Technical Integration Specialist – NHS England
	Contributed to technical hazard analysis and configuration control evaluation.

	Daisy Timms
	Engineer (Omega Squad) – NHS England
	Provided technical detail for hazard causes and system interactions during workshops.

	Adebayo Saliu
	Business Analyst – NHS England
	Supported technical hazard identification and documentation reviews during safety assessments.

	Clare Cassidy
	Project Delivery – NHS England
	Attended hazard workshop, contributed to review of governance and safety assurance processes.

	David Fletcher
	Programme Delivery / Technical Assurance – NHS England
	Participated in initial hazard workshop and technical risk validation.

	Jonathan Martin
	Product Owner - Omega team. NIR project
	Product Owner for NIR. Supporting technical assessment and project management.

	Regional Imaging Network Members
	Clinical and Technical Representatives – Various NHS Imaging Networks (e.g. Dorset, SWASH, Barnsley, NW London)
	Offered regional clinical workflow insights and reviewed hazard relevance for deployment contexts.


[bookmark: _Toc214376928]Table 2- Clinical Safety Roles and Responsibilities

NIR Clinical Safety Governance – RACI Matrix
	Stakeholder

	Responsible (R)
	Accountable (A)
	Consulted (C)
	Informed (I)

	ETHOS Clinical Safety Officer (CSO)
	Produces hazard log, CSCR, CRMP
	Yes
	Program Team, Suppliers
	NHS England groups

	Program Team (NIR Program)
	Coordinates supplier inputs, integrates safety deliverables
	Yes
	ETHOS CSO, Suppliers
	NHS England oversight bodies

	Suppliers (all contracted partners)
	Produce DCB 0129 evidence, mitigate hazards in their scope
	
	Yes (for their deliverables)
	ETHOS CSO, Program Team

	NHS England Clinical Safety Review Group
	
	
	Yes (review CSCR, hazard log)
	Program Team, ETHOS CSO

	NHS England Governance Working Group & Clinical Group
	
	
	Yes (governance alignment)
	Program Team

	NHS England Digital Onboarding Service
	
	
	Yes (assurance checkpoints)
	Program Team, ETHOS CSO

	NHS England Service Transition Clinical Lead
	Reviews and assures transition safety
	Yes (for clinical service readiness)
	Program Team, ETHOS CSO
	NHS England boards

	NHS England Onboarding Governance Clinical Leads
	
	Yes (delegated onboarding sign-off)
	Program Team, ETHOS CSO
	Suppliers

	NHS England Cyber Security Boards
	
	
	Yes (cyber–safety interdependencies)
	Program Team, ETHOS CSO

	NIR Users (clinicians, admins, patients)
	Identify/report issues and incidents
	
	Yes (for feedback, user input)
	Program Team, ETHOS CSO


NIR Clinical Safety Governance – Flow Diagram
	NHS England Governance Working Group & Clinical Group (Oversight)

	↓

	NHS England Clinical Safety Review Group / Digital Onboarding / Service Transition Leads (Oversight & Clinical Sign-off)

	↓

	Program Team (Accountable)

	↓

	ETHOS CSO / Program CSO (Responsible, Clinical Safety Lead)

	↓

	Suppliers (Supporting, feed into CSO)

	↓

	NIR Users (Feedback & Incident Reporting)
Also uptake of DCB 0160 ‘Core Documents’



The Clinical Risk Management System outlines the mandatory clinical safety processes that NHS England will follow in the development, implementation, and maintenance of healthcare IT systems, and use and deployment as the deploying organisation. These systems are defined as products used to provide electronic information for health or social care purposes. The product may be hardware, software, or a combination of both. This definition is applied specifically to NIR, ensuring that the system is developed, implemented, and used in a clinically safe manner.

The CRMS provides a structured framework that promotes the effective management of potential health IT-related clinical issues, risks, and operational incidents. It represents a formal specification mandated under Section 250 of the Health and Social Care Act and follows best practices as described by NHS Digital.

Existing organisational risk management processes are complemented by this Clinical Risk Management System, which, wherever practical, makes use of established procedures, processes, and governance arrangements.
.


[bookmark: _Toc227837083]Clinical Risk Evaluation and Management
The clinical risk matrix, evaluation and management process used is defined below and can also be found in more detail within the appendix. The hazard assessment process will follow the standard Clinical Risk Management System approach.

Figure demonstrating NIR Clinical Safety Assessment Flow
[image: ]
NIR Clinical Safety Assessment Flow – Stages
1. Preliminary Hazard Assessment
Objective: Establish a baseline understanding of potential risks associated with the NIR solution.
 How this is done:
· Desktop review of system architecture, interfaces (NRL, PACS, IEP, MHDS/FHIR).
· Review of previous hazard logs, similar national services, and known failure modes.
· Identification of generic and NIR-specific hazards (e.g., pointer recency, ID mismatch).
 Deliverables:
· Draft Hazard Register (initial list of hazards with descriptions, causes, preliminary ratings).
· Baseline risk themes for discussion in workshops.
 
2. Hazard Workshops and SME Review Sessions
Objective: Validate and expand the hazard set with clinical and technical subject matter experts.
 How this is done:
· Structured workshops using SWIFT (“What if?” analysis) with clinicians, radiology leads, PACS managers, product and dev teams.
· Review scenarios across stroke, trauma, cancer, MDTs, and routine pathways.
· Assign likelihood, consequence, and preliminary risk ratings.
 Deliverables:
· Updated Hazard Log (expanded, validated hazards).
· Workshop notes and prioritisation of high-risk items (≥3).
Structured hazard-review workshops involving the Clinical Safety Officer, Clinical Safety Engineer(s), product SMEs, integration leads, and clinical representatives from Private Beta organisations. Workshops validate, refine, and expand hazard scenarios, clinical impact pathways, and mitigation strategies.
 
3. Draft Safety Documentation
Objective: Capture and structure outputs from hazard assessments into formal documentation.
 How this is done:
· Drafting the Clinical Safety Case Report (CSCR), Clinical Risk Management Plan (CRMP), and Hazard Log.
· Cross-checking outputs against DCB0129 requirements.
· Ensuring consistency of evidence and traceability to risk controls.
 Deliverables:
· Draft CSCR (narrative safety argument).
· Draft CRMP (this plan).
· Draft Hazard Log (living document).

4. Program-level CSO Approval
Objective: Gain assurance that identified risks are controlled “as far as possible” before escalation to NHS England. How this is done:
· Internal review by ETHOS CSOs and safety engineers.
· Check against manufacturer obligations under DCB0129.
· Verify residual risks, controls, and action items.
Formal review by the NHS England NIR Clinical Safety Officer to confirm completeness, accuracy, and compliance with the Clinical Risk Management System (CRMS).
All residual risks, safety claims, and mitigations must be approved before governance submission.

Deliverables:
· CSO Sign-off statement.
· Approved draft safety documents for submission to governance.
 
5. NHS England Clinical Governance Review
Objective: Provide national oversight and governance assurance of safety artefacts.
 How this is done:
· Review by NHS England Clinical Safety Review Group, Governance Working Group, and Cyber Security Board.
· Cross-check against NHS England standards, governance requirements, and national strategy.
 Deliverables:
· Endorsed CRMP, CSCR, and Hazard Log.
· Governance approval record.
· Assurance statement for programme board.
 
6. DCB0160 Core Documentation
Objective: Provide a transferable, standardised assurance pack for deploying organisations.
 How this is done:
· Translate 0129 outputs into a “core” 0160 set for Trusts.
· Identify residual risks and recommendations to be managed at deployment level.
· Create consistency across pilots and future rollouts.
 Deliverables:
· Core CRMP (deployment baseline)
· Core CSCR.
· Core Hazard Log.

Hazard Workshops for DCB0129 set for:
·  30th September 2025
· 10th October 2025
The scope of the meetings would be to review hazards, incidents, and risk mitigations.


Hazard assessment and Hazard Workshop 
Hazards may be identified in other ways during the development and use of the service, such as:
· Discovery during design of a solution by supplier or NHS Organisation;
· Testing of amended functionality;
· Ad hoc testing of live service functionality;
· Reporting of an incident or problem within the live service; and
· Identification by a member of staff within the supplier or NHS Organisation

For each identified hazard, the following information will be defined and recorded on the Hazard Sheet and summarised on the Hazard Log:
· Hazard number;
· Hazard name;
· Hazard description;
· Potential clinical impact – this will describe the effect of the hazard in the care setting and potential impact/harm on the patient;
· Possible causes – these may be technical, human, error etc. A hazard may have several causes; and
· Existing controls – these are identified existing controls or measures that are currently in place and will remain in place post implementation that provide mitigation again the hazard, i.e., will be used as part of the initial Hazard Risk Assessment.

Each Hazard will be discussed by the Clinical Safety team and any other appropriate people. They will perform the following tasks and record the outcome in the Hazard Sheet and a summary in the Hazard Log:
· Estimation of clinical risks;
· Clinical risk evaluation; and
· Clinical risk control option management.
 
Estimation of clinical risks
For each identified hazard estimation will be made of the clinical risk. This will include the severity of the hazard, the likelihood of the hazard and the resulting clinical risk. The estimation process will follow that established by the safety processes defined in DCB0129 and DCB0160.  A copy of the risk assessment matrix is provided in the appendix.
Any valid approach to hazard assessment and associated risk assessment matrices can be used. The sample provided in this document is to highlight documentation requirements only and does not provide a recommendation on any specific methodology to be used. This decision must be made by the organisation and its clinical safety team. 

Evolution of Hazard Set 
During the course of ongoing safety review, including post-workshop analysis, design refinement, and Private Beta validation activities, an additional hazard (HAZ011 – Data Retrieval & Availability Failures related to HCID query restriction) was identified and incorporated into the Hazard Log (February 2026).

This hazard was not identified during the initial hazard workshops but emerged through deeper analysis of system configuration behaviour and federated query logic, specifically relating to the governance and implementation of HCID exclusion rules within the NIR Gateway.

The identification of HAZ011 reflects the iterative nature of the Clinical Risk Management process, whereby hazards continue to be identified, assessed, and incorporated as system understanding matures and real-world deployment scenarios are evaluated.
Following identification, HAZ011 was subjected to full clinical risk assessment, including definition of causes, potential harms, and mitigation controls. Appropriate design, operational, and deployment-level controls were implemented, and the hazard was integrated into both the DCB0129 Hazard Log and supporting DCB0160 deployment guidance.

This approach demonstrates compliance with DCB0129 requirements for continuous hazard identification and ensures that the Hazard Log remains a live and evolving artefact throughout the system lifecycle.



[bookmark: _Toc227837084]Scope and Methodology
The clinical risk management activities outlined in this plan apply specifically to safety-related functionalities of the NIR. These activities will be subject to platform functionality analysis, clinical risk evaluation, and ongoing review as described in the following sub-sections. The scope of this CRMP only covers Milestone 1 (Discovery & Report Retrieval) and Milestone 6 (NRL Query to NIR Gateway) in a real-world clinical environment. This Clinical Risk Management Plan should be read in conjunction with the NIR Clinical Safety Case Report (DCB 0129 v0.7), which evidences the detailed safety argument and residual-risk justification. Non-safety-related platform functionalities, which are determined not to directly impact clinical care - such as reporting, analytics, and user audit activities — are excluded from the scope of clinical risk management activities.

The scope of clinical risk management of the NIR is dynamic and will be continuously assessed over time to account for:
· Changes in care pathways supported by NIR.
· Introduction of new features or functionality, including both breaking changes and feature releases.
· Changes to existing clinical controls or mitigation measures.
· Responses to incidents, safety notices, or identified hazards in live environments.
This approach ensures that the scope of safety oversight evolves in line with the product, maintaining alignment with DCB0129, and an NHS Central core DCB0160 for use with multiple users, and best clinical safety practice. The NIR Service is in scope for DCB 0129. The deployment of the service is in scope for the provision of supporting DCB 0160 ‘Core Docs’. Outputs from this CRMP feed into the Core DCB 0160 artefacts issued to deploying organisations. These ensure consistent risk transfer, configuration validation and control assurance.

Establishing a Baseline
The baseline risk will be established through hazard workshops, system analysis, and stakeholder reviews.
Design Analysis
Design analysis focuses on platform architecture, system logic, and the structural elements of National Imaging Register (NIR)that support clinical safety.
This includes:
· The identification of hazards and their mitigation through core design features.
· Capture of design controls where functionality has been modified to reduce clinical risk.
· Application of secure coding standards and development best practices.
· Conformance to relevant interoperability standards
· Architectural simplicity to reduce the risk of system errors or complex failure modes.
Design controls are validated through structured testing and recorded within the Clinical Safety Case Report and Hazard Log.

Third Party Component Analysis
National Imaging Register (NIR) currently make use of third-party components, to support core functionality.
Third-party component analysis focuses on understanding how these dependencies may introduce unintentional clinical risk. Key considerations include:
The purpose of each third-party component and how its failure could impact the safety or availability of NIR.
The risk of time-limited licenses expiring unexpectedly, leading to service disruption.
Dependency on the availability of other external services or systems that could affect functionality.
The potential for third-party components to be updated or changed without prior notification to NHS England, introducing compatibility or safety risks.
All third-party dependencies are tracked, reviewed, and tested as part of release planning and clinical safety activities. Identified risks are documented in the Hazard Log and monitored as part of the ongoing Clinical Safety Case.

Deployment and Use Analysis
NHS England will also provide the core documentation for a core DCB0160 which will then be applied by the deploying organisation for ongoing use of NIR. The clinical risk management plans for both, the DCB0129 and DCB0160 hazard logs and clinical safety case reports for both will provide the basis of support to ensure the safe use is practiced. Outputs from this CRMP feed into the Core DCB 0160 artefacts issued to deploying organisations. These ensure consistent risk transfer, configuration validation and control assurance.
This includes:
· Project management support for planning, deployment, and data migration activities.
· Delivery of floor-walking services and on-site assistance during go-live phases.
· Provision of comprehensive training programmes, ensuring that human factor controls identified in the Hazard Log are included as key learning points.
· Training materials and documentation designed to support safe system use, correct patient identification, and escalation routes.
· Clear guidance on configuration management, including integration settings and data handling.
· A structured support service, including helpdesk access and documented escalation pathways for incident management.
Deployment and support services are reviewed and refined in alignment with product updates and clinical safety learnings.
Digital Onboarding Service (DOS) – Clinical Safety Assurance Model
Clinical safety assurance for deploying organisations is operationalised through the NHS England Digital Onboarding Service (DOS), which provides a structured and controlled pathway for onboarding suppliers and healthcare organisations onto the National Imaging Register (NIR).
In particular, DOS Stage 2: Clinical Safety & Information Governance Assurance represents the key control point for ensuring that deployment-related clinical safety requirements are met prior to progression to technical onboarding and live service.
At DOS Stage 2, deploying organisations are required to:
• Complete DCB0160 clinical safety documentation (Clinical Safety Case Report, Hazard Log, Clinical Risk Management Plan)
• Undertake Data Protection Impact Assessment and Data Sharing Agreements
• Demonstrate compliance with DSPT and relevant cyber security requirements
• Identify and assign a named Clinical Safety Officer responsible for deployment safety
Progression beyond DOS Stage 2 is contingent upon successful completion of these requirements and formal review through the NIR onboarding governance process.

[bookmark: _Toc227837085]Onboarding Governance and Approval
Final progression through onboarding is subject to review and approval by the NIR Onboarding Governance Group, which provides oversight of clinical safety, technical conformance, information governance, and operational readiness.
The Governance Group ensures that:
• Clinical safety requirements under DCB0160 have been met
• Required documentation has been completed and appropriately signed off
• Technical and operational readiness criteria are satisfied
Approval from this group is required prior to Go-Live and production access.

[bookmark: _Toc227837086]Clinical Safety Accountability and Safety Form
To ensure clear accountability for deployment safety, the NIR programme requires completion of a formal Clinical Safety Sign-Off Form (“Safety Form”) by each deploying organisation.
The Safety Form provides:
• Confirmation of completion of DCB0160 documentation (CSCR, Hazard Log, CRMP)
• Identification of the named Clinical Safety Officer (CSO) responsible for deployment
• Confirmation that residual clinical risks have been reviewed and accepted locally
• Formal attestation that the organisation is ready for safe clinical use of NIR
The Safety Form forms a mandatory component of the onboarding process and must be completed prior to Go-Live approval.
The NIR programme does not take ownership of local DCB0160 documentation but requires formal confirmation of completion and sign-off through this mechanism.
[bookmark: _Toc227837087]The Safety Form represents formal clinical accountability by the deploying organisation and constitutes the final clinical safety declaration prior to go-live.

[bookmark: _Toc227837088]Targeted Clinical Safety Support (“Tiger Team”)
Recognising that deploying organisations may have varying levels of clinical safety capability and maturity, the NIR programme provides targeted support through a dedicated “Tiger Team”.
The Tiger Team comprises clinical safety, technical, and programme specialists who support organisations in:
• Completing DCB0160 safety documentation
• Identifying and assessing local hazards
• Implementing appropriate safety controls
• Aligning local processes with NIR safety requirements
This model ensures that organisations are supported in meeting required clinical safety standards and are not excluded from onboarding due to capability gaps.
The Tiger Team acts as a structured intervention mechanism to ensure that safety requirements are met consistently across all deploying organisations.
The NIR programme does not rely solely on organisational confirmation of DCB0160 completion.
Clinical safety assurance at deployment is supported through a combination of:
• Structured onboarding controls (DOS Stage 2)
• Governance oversight (Onboarding Governance Group)
• Formal CSO accountability (Safety Form)
• Targeted intervention where required (Tiger Team)
This multi-layered approach ensures that clinical safety requirements are both defined and operationalised consistently across all deploying organisations.
[bookmark: _Toc227837089]This approach ensures that clinical safety assurance is not based solely on documentary confirmation, but on structured validation, governance oversight, and active support to ensure safe implementation in practice.
[bookmark: _Toc227837090]Assurance by Stakeholders
Clinical safety assurance for NHS England NIR is supported through structured engagement with key stakeholders throughout the product lifecycle. 
Assurance Through Private Beta Participation
Safety controls for Milestone 1 and Milestone 6 have been validated through structured engagement with Private Beta organisations, including Dorset, SWASH, Barnsley and NW London. These organisations participated in:
• structured clinical safety workshops
• real-world retrieval testing using live PACS/VNA endpoints
• issue/defect logging and triage
• validation of metadata integrity
• verification of identity, routing and pointer resolution
Findings from Private Beta were reviewed by the NIR Clinical Safety Officer and escalated to the Clinical Safety Group (CSG) for oversight. Residual risks, mitigations and system changes were validated and incorporated before progressing to wider deployment. This forms a core assurance mechanism for the NIR programme.
The clinical safety assurance included:
· Involvement of clinical subject matter experts in hazard identification and risk evaluation workshops.
· Review and validation of identified hazards, proposed mitigations, and controls by the Clinical Safety Engineer, the Clinical Safety Officers and the Senior Responsible Owner.
· Regular review of clinical safety documentation, including the Clinical Safety Case Report (CSCR) and Hazard Log, with input from product managers, developers, and clinical stakeholders.
· Stakeholder sign-off before major or feature releases to confirm that residual risks are understood and accepted.
This collaborative approach ensures that clinical safety risks are not only identified and mitigated but also validated and agreed by those responsible for safe product use and delivery.
Post-pilot reviews (DEL 02 – DEL 04) capture user feedback and incident learning. Findings are fed back into the Hazard Log and CSCR to support continuous improvement and future phase updates.
Deployment safety is assured through the Digital Onboarding Service (DOS), with specific focus on Stage 2 Clinical Safety and Information Governance Assurance.
Organisations are required to complete DCB0160 documentation, confirm implementation of local operational controls, and provide formal CSO sign-off via the Safety Form prior to progression to live service.
Where capability gaps are identified, targeted support is provided through the NIR Tiger Team to ensure safe deployment.
The Governance Group holds authority to delay or prevent go-live where clinical safety, governance, or operational readiness requirements are not satisfactorily met.


[bookmark: _Toc227837091]System Design 
The NIR’s system design represents the foundation of its clinical safety framework. It has been deliberately engineered to reduce risk through the principle of inherent safety by design. The system operates as a federated registry, meaning that clinical images are never duplicated or migrated to a central repository. Instead, the NIR maintains a catalogue of metadata and secure reference pointers to images that remain stored within their originating Picture Archiving and Communication Systems (PACS) or Vendor Neutral Archives (VNAs). This design ensures that the original imaging record remains authoritative, thereby preventing data inconsistency and the clinical risks associated with duplicate or outdated image copies as set out in the NIR Solution Design Specification and the System Architecture Overview.
Private Beta Architectural Boundaries
The architecture deployed during Private Beta includes the NIR Gateway, NRL lookup integration, Discovery & Report Retrieval components, and XCA-based image retrieval support (Milestone 6).
Private Beta integrates with live PACS/VNA systems from participating Trusts and validates:
• correct schema handling (IHE XDS-I.b / MHDS metadata)
• routing, pointer resolution and identifier matching
• WADO-WS and XCA transaction conformance
• error-handling and audit logging
Components that form part of later milestones (e.g., full MHDS ingestion, extended onboarding) remain out of scope for this CRMP and will undergo separate safety assessment. 
Additional architectural components (e.g., full MHDS ingestion, extended supplier onboarding) are out of scope for this CRMP and will be assessed in future iterations once validated in subsequent milestones. Architectural design controls validated during Private Beta include endpoint configuration, identity verification, metadata schema handling, and retrieval workflow integrity.
To preserve data integrity and interoperability, all metadata entering the registry is validated against strict schema definitions derived from the IHE XDS-I.b and XCA standards (Ref xx). These checks prevent incomplete, malformed, or non-compliant data from being registered. Access to the NIR is governed through federated identity and authentication mechanisms that employ NHS England’s Zero Trust security model, NIR Security Architecture and Controls Framework. This ensures that only authenticated and authorised users, acting through approved clinical systems, can discover or retrieve imaging data.
Each transaction within the NIR, whether a metadata registration, a query, or an image retrieval request, is captured in comprehensive audit and transaction logs that provide full traceability in accordance with the NIR Observability and Logging Strategy. These logs are designed to support both operational forensics and clinical safety review, ensuring that any anomaly can be traced back to its source. The platform includes automated error-handling routines and retry logic to ensure that failed transactions do not generate misleading outputs or data loss. Error handling and retry logic are defined in the NIR Error Handling Framework (Ref xx). Should a retrieval operation fail, the system provides an explicit error response rather than partial data.
Network redundancy and load balancing ensure system availability, as verified during technical assurance testing and recorded in the System Integration Test Reports. These design features collectively ensure that data integrity, security, and reliability are maintained at all times.
The system architecture incorporates redundancy, load-balancing, and failover controls designed to maintain performance under variable load and during component failure. These measures collectively ensure that the NIR provides reliable access to imaging data, avoiding the delays or information gaps that could compromise clinical decision-making.
Training, Supplier Guidance and NIR User Communications
For the safe and effective use of the National Image Registry (NIR), a comprehensive training, guidance, and communication framework supports suppliers, local administrators, and clinical users throughout the system lifecycle. The onboarding, assurance, and deployment of all suppliers and connected systems are governed through the NHS England Digital Onboarding Process https://digital.nhs.uk/developer/guides-and-documentation/digital-onboarding, which provides a formal mechanism for evaluating interoperability, information governance, and clinical safety compliance prior to live connection. 
Under this process, each supplier participating in the NIR programme must complete a defined onboarding pathway that includes submission of technical documentation, interoperability evidence, and DCB 0160 clinical safety artefacts. These documents include the NIR Supplier Onboarding Pack, Supplier Conformance Criteria (SCC), and NIR Interoperability Testing Procedure. Suppliers are provided with onboarding materials that describe the technical architecture of the NIR, the integration model, and their responsibilities under DCB 0160. These materials also outline the required conformance and interoperability testing that must be successfully completed before any live data exchange occurs. Through this structured onboarding route, suppliers are supported in aligning their implementations with the NIR Clinical Safety Case, ensuring consistency of safety controls across the federated imaging network.
For clinical and operational users, including radiologists, referrers, and local imaging service teams, NHS England provides structured user guidance and operational documentation accessible via the NIR Confluence workspace and onboarding portal. This guidance explains the role and purpose of the NIR, details the correct procedures for image discovery and retrieval, and defines clear escalation routes in the event of system failure, delayed access, or data inconsistency. The documentation also reiterates that the NIR does not store, interpret, or alter clinical images; it acts solely as a discovery and retrieval service, with diagnostic functions remaining within local PACS or viewing applications.
Training materials are developed in collaboration with early adopter imaging networks and deployment partners to reflect real-world workflows. These materials are disseminated through supplier onboarding sessions, clinical engagement workshops, and online learning resources hosted within NHS England’s digital platforms. Periodic safety communications and operational updates are to be distributed via Confluence and official NHS England communication channels to highlight configuration best practice, recurring error trends, and upcoming system enhancements.
Targeted clinical safety briefings and supplier engagement forums reinforce a shared understanding of operational boundaries and clinical safety responsibilities across all stakeholders. This structured communication and onboarding model ensures that suppliers, users, and system operators are fully informed of both technical and safety considerations, substantially reducing the likelihood of user error, misconfiguration, or misuse of the NIR system.
By embedding the Digital Onboarding Process within the overall NIR deployment framework, NHS England ensures that every participating organisation enters the program through a controlled, assured, and safety-validated pathway, maintaining a consistent national standard for interoperability and clinical safety.
[bookmark: _Toc211938230][bookmark: _Toc227837092]Technical Support and Incident Management
Once deployed, the NIR is supported by a defined operational model governed by the NHS England Service Management Framework and documented within the NIR Operational Support Model (v2.0). A centralised service desk provides triage, incident classification, and escalation, with specific procedures for managing incidents that could affect clinical workflow or patient safety.
System observability and monitoring are provided through the NIR Observability Platform, which continuously tracks transaction performance, query response times, and connectivity status. Automated alerts notify technical teams of anomalies, enabling early intervention. The Incident Management Procedure (IMP) (Ref xx) defines severity levels, response targets, and escalation routes, ensuring that clinical-impacting incidents are reviewed by the Clinical Safety Officer and investigated in accordance with DCB 0129 Section 4.4 requirements.
Post-incident reviews are conducted for all critical events, and outcomes are recorded in the NIR Hazard Log and Service Review Reports. Where systemic or recurring issues are identified, corrective and preventive actions (CAPA) are raised through the NIR change management process. This integrated feedback mechanism ensures continuous improvement and full traceability between incident management and clinical risk documentation.
[bookmark: _Toc227837093]Testing Approach and sign off
The NIR follows a defined verification and validation pathway aligned to the NHS England Software Testing Framework and governed by the NIR Quality Assurance and Test Strategy (v3.0). Testing encompasses component-level, integration, and end-to-end workflow verification across all participating supplier environments. Each test cycle verifies conformance with the IHE XDS-I.b and XCA profiles, as well as NHS England’s interoperability and data integrity standards.
Negative testing validates system behaviour in fault conditions such as incomplete data, network latency, or authentication failure, as required under DCB 0129 Clinical Risk Evaluation principles. Clinical workflow simulations are used to confirm that the NIR supports timely and accurate access to imaging data across organisations without introducing diagnostic delay.
Private Beta Testing Approach and Evidence
The Private Beta stage included structured, real-world validation of Milestone 1 and Milestone 6 functionality. Testing included:
• end-to-end retrieval via XCA ITI-38 and ITI-39 transactions
• live testing against participating organisations’ PACS/VNA endpoints
• metadata pointer integrity validation
• certificate and endpoint validation
• negative-path testing (invalid requests, missing identifiers, stale pointers)
• performance/latency monitoring
• fallback/error handling behaviour

Evidence collected included:
• Integration Test Completion Reports (iTC-014, iTC-022)
• UAT Pack (v3.0)
• Jira defect logs (Sprints 14–17)
• Logging and observability verification outputs
These form the evidence base for the hazard controls and residual risk positions recorded in this CRMP.
All defects, enhancements, and clinical safety concerns raised during Private Beta are logged, triaged, and resolved through NHS England’s governance processes before extending rollout beyond the 50-organisation ceiling. Prior to deployment, the Clinical Safety Officer reviews the Hazard Log, testing evidence, and associated safety artefacts, confirming that all residual risks are ALARP. Formal release authorisation is provided by the NIR Programme Board, as recorded in the Release Approval Records and Clinical Safety Sign-Off Statement. All evidence is archived within the Clinical Risk Management File (CRMF).

[bookmark: _Toc227837094]Business Process Controls 
Ongoing clinical safety assurance is maintained through a suite of business processes aligned with the NHS England Clinical Safety Management System (CSMS) (Ref xx). Oversight of clinical risk is embedded into the NIR programme’s change, release, and governance framework, ensuring that every technical or operational modification is subject to safety impact assessment. The Clinical Safety Officer participates in programme governance boards, design reviews, and change advisory meetings to maintain continuous oversight.
The NIR Hazard Log is reviewed at regular intervals through the Clinical Safety Working Group (CSWG), with findings reported to the Programme Board. Supplier organisations are required to maintain current DCB 0160 compliance, verified through onboarding evidence and periodic assurance checks. The NIR Change Control Procedure ensures that any modification is evaluated for safety implications and approved through appropriate governance.
All clinical safety artefacts including workshop outputs, hazard reviews, and test evidence—are version-controlled and stored in the Clinical Risk Management File (CRMF). Periodic audits of this file confirm compliance with DCB 0129, ensuring that safety documentation remains current and reflective of the live operational environment.
Clinical safety assurance for deployment is integrated into the onboarding process, ensuring that safety controls are not only defined but verified prior to live operation.
Clinical Risk Management Activities
Clinical risk management activities for the NIR are conducted in line with DCB0129 and DCB0160 and follow a structured, repeatable process to ensure patient safety is embedded throughout the platform lifecycle. Deployment is a formal process. The program requires organisations to conduct a technical integration review, sets of UAT test scenarios and provide feedback to the program for assessment before connection. We shall provide clinical safety recommendations as part of the process. 
Key activities include:
· Deconstructing the key functions of the NIR and associated business processes into individual tasks.
· Subjecting each task to analysis under normal operation, fault conditions, and reasonably foreseeable misuse.
· Generating candidate hazards from analysis, with clear identification of causes, effects, and potential patient harm.
· Evaluating each hazard’s clinical risk by assessing both severity and likelihood of patient harm.
· Identifying and prioritising hazard controls, focusing on design-led mitigations wherever possible.
· Assessing any additional risk introduced by new or modified controls.
· Capturing all hazards, causes, controls, and clinical risk evaluations in the Hazard Log.
· Ensuring that controls requiring action by end users are highlighted and integrated into training and deployment materials.
· Confirming that all controls are realistic, viable, and effective in the intended clinical setting.
These clinical safety activities are continuous and responsive to change. All product changes are assessed based on semantic versioning:
· Major releases (X.0.0) trigger full clinical revalidation.
· Feature releases (X.x.0) prompt focused clinical risk assessment and hazard review.
· Patch releases (X.x.x) prompt minor control and documentation reviews.
The Clinical Risk Management Plan (CRMP) will be reviewed annually. The Clinical Safety Case Report (CSCR) and Hazard Log will be reviewed at a minimum every six months or in response to major or feature releases.
Acceptance Criteria
The following criteria must be met before National Imaging Register (NIR)is approved for deployment or release:
· All identified hazards are documented in the Hazard Log with clear causes, proposed controls, and a residual clinical risk rating.
· Residual risks are assessed using the risk matrix outlined in the appendices of this plan. 
· Hazards with residual risk rated as Level 1 (Acceptable) or Level 2 (Tolerable) may proceed, with controls monitored during live service.
· Hazards rated as Level 3 (Undesirable) will require further risk control actions or a documented risk-benefit analysis and escalation to the CSO and SRO for approval.
· Level 4 (Mandatory Elimination) and Level 5 (Unacceptable) risks will be escalated to National Imaging Register (NIR)Health senior management, and deployment will be suspended until further mitigation measures are implemented and validated.
· All agreed controls are in place and verified through testing, stakeholder review, or documentation updates.
· Testing activities (including regression, integration, and user acceptance testing) have been completed and reviewed against safety objectives.
· The Clinical Safety Case Report (CSCR) and Hazard Log have been reviewed and signed off by the Clinical Safety Engineer, the Clinical Safety Officers (CSO) and Senior Responsible Owner (SRO).
· Training materials, deployment documentation, and release notes include all relevant safety-related learning points and configuration guidance for deploying organisations.
· Completion of DOS Stage 2 Clinical Safety Assurance and submission of the Clinical Safety Sign-Off Form (Safety Form) is required prior to Go-Live
· Approval from the NIR Onboarding Governance Group confirming clinical, technical, and operational readiness prior to Go-Live
No product release will proceed without formal clinical safety sign-off from both the CSR, the CSO and SRO, with the risk acceptability framework providing clear governance for decision-making.




[bookmark: _Toc227837095]Alignment with Program Deliverables 
1. DCB0129 Assurance – Manufacture Phase
Purpose: To demonstrate that NHS England, as the manufacturer of the NIR, has identified, assessed, and controlled all potential clinical risks within the system design and development.
Key Activities:
· Conduct Preliminary Hazard Assessments and Hazard Workshops to identify hazards and controls.
· Produce and maintain the Clinical Risk Management Plan (CRMP), Clinical Safety Case Report (CSCR), and Hazard Log.
· Validate risk controls and ensure all identified hazards are reduced as far as possible (AFAP).
· Submit documentation for internal and programme-level CSO review.
· On approval, create a Technical File and issue DCB0160 recommendations for deploying organisations.
Deliverables:
· DCB0129 CRMP, CSCR, Hazard Log, DCB0160 Recommendations, Technical File.
2. NHS CSG Review – Clinical Authority to Release (CATR)
Purpose: To provide national clinical governance assurance prior to release or pilot deployment.
Key Activities:
· NHS Clinical Safety Group (CSG) reviews the submitted DCB0129 safety documentation.
· Confirms that identified risks are appropriately controlled and that governance requirements are met.
· Approves readiness for pilot or phased rollout (CATR).
3. DCB0160 Assurance – Deployment and Use
Purpose: To ensure the safe implementation and operation of the NIR across regional and local deployments.
Key Activities:
· Convert DCB0129 outputs into “Core” DCB0160 documentation for deploying Trusts.
· Provide deployment guidance, risk transfer recommendations, and configuration safety checks.
· Support pilot sites (e.g. Dorset, SWASH, Barnsley) through clinical safety review and feedback.
· Capture lessons learned and update safety documentation accordingly.
Deliverables:
· Core 0160 CRMP, Core Hazard Log, Core CSCR, DCB0160 Compliance Checklist.
4. Phased Reviews and Continuous Assurance
Purpose: To maintain ongoing safety validation across programme milestones.
Key Activities:
· Conduct regular safety reviews.
· Review updated hazards, new functionality, or incidents.
· Update the Technical File and Hazard Log from each phase review.
· Maintain alignment between 0129 and 0160 safety evidence.
5. DCB0160 Ongoing Assurance Support
Purpose: To embed clinical safety into live operations and service management.
Key Activities:
· Maintain Strategic Clinical Safety Approach and Core DCB0160 Assets.
· Provide localised DCB0160 documentation for each deployment.
· Conduct conformance checks, training, and CSO mentoring.
· Ensure continuous monitoring, incident review, and control updates post-deployment.
Deliverables:
· Local CSCR, Hazard Log, Conformance records, Training and mentoring evidence.

[bookmark: _Toc227837096]Change Control & Review
All new releases, upgrades, and configuration changes must include a clinical safety impact assessment. The CRMP will be reviewed annually or sooner if major changes, incidents, or upgrades occur.


[bookmark: _Toc227837097]Alignment with NIR Private Beta (as defined in CSCR v0.7)
This CRMP is aligned with the updated Clinical Safety Case Report (v0.7), which defines Private Beta as a constrained early-adopter release involving up to 50 organisations.
Safety activities, testing outcomes, governance escalation, and hazard validation described in the CSCR are fully incorporated into this CRMP, ensuring consistent application of clinical risk management controls.



[bookmark: _Toc227837098]Appendix – Risk Classification Matrix
Clinical Risk Management Risk Matrix
	Likelihood
	Very High
	3
	4
	4
	5
	5

	
	High
	2
	3
	3
	4
	5

	
	Medium
	2
	2
	3
	3
	4

	
	Low
	1
	2
	2
	3
	4

	
	Very Low
	1
	1
	2
	2
	3

	
	Minor
	Significant
	Considerable
	Major
	Catastrophic

	
	Consequence




Risk Matrix Key – Severity
	5
	Unacceptable level of risk.
Mandatory elimination or control to reduce risk to an acceptable level

	4
	

	3
	Undesirable level of risk
Attempts should be made to eliminate or control to reduce risk to an acceptable level.  Shall only be acceptable when further risk reduction is impractical.

	2
	Acceptable where cost of further reduction outweighs benefits gained.

	1
	Acceptable, no further action required




Hazard likelihood definitions
	Likelihood Category
	Interpretation


	Very high 
	Certain or almost certain; highly likely to occur 

	High 
	Not certain but very possible; reasonably expected to occur in the majority of cases 

	Medium 
	Possible

	Low 
	Could occur but in the great majority of occasions will not 

	Very low 
	Negligible or nearly negligible possibility of occurring 




Hazard Consequence definitions
	Consequence Classification
	Interpretation
	Number of Patients Affected

	Catastrophic
	Death 
	Multiple

	
	Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term
	Multiple

	Major
	Death
	Single

	
	Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term
	Single

	
	Severe injury or severe incapacity from which recovery is expected in the short term
	Multiple

	
	Severe psychological trauma
	Multiple

	
Considerable
	Severe injury or severe incapacity from which recovery is expected in the short term
	Single

	
	Severe psychological trauma
	Single

	
	Minor injury or injuries from which recovery is not expected in the short term.
	Multiple

	
	Significant psychological trauma.
	Multiple

	
Significant
	Minor injury or injuries from which recovery is not expected in the short term.
	Single

	
	Significant psychological trauma
	Single

	
	Minor injury from which recovery is expected in the short term
	Multiple

	
	Minor psychological upset; inconvenience
	Multiple

	Minor
	Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible severity
	Single
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