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	What it stands for

	IT
	Information Technology

	MI
	Major Incident

	KPI
	Key Performance Indicator
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	Service Level Agreement 
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	Request For Change

	NHSE
	NHS England

	I.G
	Information Governance

	ITSM
	Information Technology Service Management
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	Further Information Request
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	Operational Level Agreement
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	Post Incident Review

	MIM
	Major Incident Manager

	EDM
	Escalation and Deployment Manager

	SIR
	Security Incident Response ticket

	CSA
	Clinical Safety Assessment 

	CSOC
	Cyber Security Operation Centre

	DPO
	Data Protection Office

	GDPR
	General Data Protection Regulation
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[bookmark: _Toc462239281][bookmark: _Toc182557768][bookmark: _Toc92774723]Purpose of Document
The purpose of this document is to define the overarching Incident Management process to be followed for NHS England Digital Operations and Service Management internal and external support teams when managing incidents for NHS England digital services managed by the Digital Operations and Service Management Directorate.  
The document covers all aspects of the Digital Operations and Service Management Incident Management process, including the roles and responsibilities for stakeholders across the Incident lifecycle, guidance for enacting the process and interfaces with other processes used in the management of digital services. 
The purpose of the Incident Management process is to restore normal service operation as quickly as possible and minimise any adverse impact on business operations, ensuring that agreed levels of service quality are maintained.
Effective Incident Management practices are essential to maintaining the quality and reliability of our digital services. However, inconsistency in process application across different teams and areas can lead to delays, miscommunication, and a lack of accountability, which ultimately impacts service delivery. By aligning Incident processes across the Digital Operations and Service Management managed digital estate we can establish a cohesive approach that supports strategic objectives, promotes service continuity, aligns with best practice, enhances end-user satisfaction and provides a strong basis for cohesive reporting and benchmarking.
[bookmark: _Toc462239282][bookmark: _Toc182557769]Audience
This document and the other documentation referenced within is relevant for all stakeholders who engage in the NHS England Digital Operations and Service Management Incident Management process. Inclusive of internal NHS England teams, such as Service Management, National Service Desk, IT Operations Centre, technical resolver groups and programmes. It is also relevant for external suppliers, partners and users who operate or use the digital services managed in the scope of NHS England Digital Operations and Service Management.
[bookmark: _Toc462239283][bookmark: _Toc182557770]Scope 
This process applies to all production environment IT services and systems managed and/or supported by Digital Operations and Service Management within NHS England. It covers all incidents with the potential to affect end users, including issues with systems, services, applications, and hardware. This document does not include the individual Incident Management processes or procedures developed by external Service Providers. 
[bookmark: _Toc462239285][bookmark: _Toc182557771]Incident Management Policy
The Incident Management Policy document should be used in conjunction with this process. Refer to the policy document here. 
[bookmark: _Toc182557772]Team/Group Terminology
The primary role of an Incident Manager is to ensure the smooth resolution of incidents, minimising the impact on business operations, overseeing the process from start to finish, and ensuring that disruptions are resolved promptly. There is a complex service landscape across NHS England’s digital estate and support team relationships with Incident Management teams. As such, there are instances where some Incident Management responsibilities may be delegated to other Incident Management teams during the lifecycle of an Incident, whilst the original Incident Management team retains overall accountability for an Incident end to end through its lifecycle.
To provide consistency of terminology and understanding the following table has been created to denote which teams are being referred to throughout this document.

	Team/Group
	Description

	Managed By Group
	The team responsible and accountable for the end-to-end Incident Management on an Incident record. This is based on the team in the ‘Managed By Group’ on Service record an Incident is logged against. To identify this team, you can click on the [image: ] button next to the Service field. This team retains overall accountability for Incident Management, including Priority setting, data quality and SLA management even where Incident Management responsibilities have been deferred to another team.

	Incident Management Group
	When an incident is logged this field defaults to the Managed By Group for the selected Service. In most cases the Managed By Group and Incident Management Group will be the same. However Incident Management responsibilities can be deferred to another team during the lifecycle of an Incident by updating this field to another team. An example of this would be where investigation is required by another area that a different Incident Management group has better SME knowledge of and where they own the relationship with the technical Assigned to Group progressing investigations. This enables the team managing the service the incident is logged against (Managed By Group) and the defined Incident Management Group to both retain visibility of an incident in their views within the ITSM tool.

	Assignment Group
	This is the group responsible for investigating and progressing an Incident towards resolution.

	Support Group
	This is a field set in the Service, Service Offering, and Configuration Item records selected in an Incident. The Support Group defines the initial Assigned to Group that will be automatically populated when these fields are populated. If the Support Group varies between records, preference will be given to the setting in Configuration Item, followed by Service Offering, then Service.

	Service Desk
	The team responsible for logging and triaging Incidents which originate from end users.

	Supplier
	3rd party external organisations contracted to provide services or parts of services for NHS England.

	Service Bridge
	Team responsible for Major Incident Management

	End User
	Individuals utilising the NHS England services and referenced in this document as the person who has logged an Incident with the service desk, or the person impacted by an Incident.




[bookmark: _Toc462239309]

[bookmark: _Toc182557773]High Level NHS England Digital Operations and Service Management Operational Incident Management Process 
Whilst there is a more detailed Incident Process flow held outside this document which each service’s support model is based on. The following section provides a high-level flow of the Operational Incident Management support model and the steps within it. 
[bookmark: _Toc462239301][image: ]

[bookmark: _Toc182557774]Process Triggers, Inputs, Interfaces & Outputs
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Description automatically generated] 
1. Diagram showing the Triggers, Inputs, Interfaces and Outputs of Incident Management

[bookmark: _Toc462239310][bookmark: _Toc182557775][bookmark: _Toc462239311]Process Narrative
[bookmark: _Toc182557776]Incident Identification & Logging
Incidents can be identified either:
· Externally through end user / supplier identification.
· Internally through event monitoring, internal proactive investigations and testing.
Once identified, Incidents can be logged through the following channels (The specifics below are for the National Service Desk which is the main front door for most NHS England Services, some services may have a different entry point. This will be referenced in the Support model for the given services): 
· Self-service portal - https://www.support.digitalservices.nhs.uk 
· Telephone - The NHS England Digital Operations and Service Management National Service Desk will accept incident notification via telephone number 0300 303 5035 24x7x365.
· Webform – Used only for specific services
· Email – The NHS England Digital Operations and Service Management National Service Desk will accept incident notification via ssd.nationalservicedesk@nhs.net
· Monitoring – Internally raised by teams monitoring the health of services, or through direct integration with observability tooling.  
· Where an internal user of the ITSM tool identifies an incident, understands how to raise one in the toolset and where it should be routed, they should raise the Incident directly in the ITSM tool.
Note that any incident reported to the National Service Desk will be logged as a Case in the ITSM tool initially, then promoted to an Incident where a first-line fix is not possible. This document will reference Incident rather than Case in these instances for the purpose of consistency in the process terminology. 
[bookmark: _Toc462239312][bookmark: _Toc182557777]Incident Triage
· A minimum dataset of information must be recorded for each Incident. This is dictated by the toolset, but some services may require a bespoke minimum dataset. 
· As part of incident triage suitable categorisation should be applied to each incident. Mandatory fields in an Incident are highlighted with an asterisk, though fields to be considered include setting the Service, Service Offering, Configuration Item, Category, Channel, Subcategory and Short Description fields. These help to route an Incident, provide support teams with context and aid reporting and trending activities. The incident priority is calculated based on the level of business impact and the urgency of how quickly the business requires resolution in line with the priority matrix.
· The Priority, coupled with the Resolution Time Service Level Agreement attached to the Service, Service Offering and Configuration Items set on an Incident will determine the timescales expected on a targeted fix.
[bookmark: _Toc462239315]
The Incident Priority Guidelines document provides further detail on setting the Impact and Urgency of an Incident, though the below table shows how these scores set the Priority. Individual services may have bespoke definitions which drive the impact and urgency of an incident.
[image: A chart with red and yellow squares
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[Table displaying priority matrix]
The Priority of an Incident may change during its lifecycle and should continue to be reviewed by those who understand the impact and urgency of an issue. The Managed By Group for the service an Incident is logged against are the team accountable for the Priority of an Incident. 

[bookmark: _Toc182557778]Major Incident Management
Priority 1 and 2 Incidents must be proposed as a Major Incident and must be called through to the NHSE Service Bridge as per the NHS England Major Incident Process. 
If the proposed Major Incident is accepted by the Service Bridge, then the process will transition to the Major Incident Process until the Major Incident is resolved or downgraded, at which point this process recommences. 
If the proposed Major Incident is rejected or a Major Incident is downgraded to a P3 or below, the Incident’s Priority should be downgraded accordingly, and the Incident should continue to progress through this process.
When a proposed Major Incident is accepted, a new Major Incident record is automatically created to which the proposed Incident record is linked as a child Incident. At this point the child Incident should be downgraded to a Priority 3.
Any subsequent Incidents for the same issue should be linked to the accepted Major Incident and categorised as Priority 3 Incidents.
Where other services have dependencies on the service a Major Incident is raised for, they may also be proposed as Major Incidents in their own right, where the Priority on those services matches the criteria for a Priority 1 or 2 Incident. In this instance accepted Major Incidents will be linked as child Major Incidents by the Service Bridge.
Subsequent child incidents for the same issue should be linked to the appropriate Major Incident for the service an Incident is logged against and recorded as Priority 3. If there is not a Major Incident for the service an incident is raised against, but it is related, it should be linked as a child to the Master Major Incident.
Further information on the Major Incident Process can be found here.

[bookmark: _Toc462239316][bookmark: _Toc182557779]Initial Diagnosis
When an Incident is raised by a customer or monitoring into NHS England Digital Operations and Service Management, the analyst reviewing the Incident should perform a number of checks to attempt to diagnose and resolve the Incident. The following checks should be performed through the ITSM toolset and any additional tooling checks appropriate for the Incident.
· Knowledgebase search against error/keyword information
· Review of historic Incidents focusing on previous actions/resolution
· Major Incident check
· Service-specific first-line checks / health checks
· ITOC Wikis, Key Operating Procedures and observability tooling checks
In the event that the Incident can be resolved at first line, follow the steps in the 'Incident Resolution' section below.
[bookmark: _Toc462239317][bookmark: _Toc182557780]Incident Escalation
Incident escalation can occur at any open stage in the Incident lifecycle.
The customer can initiate an escalation by contacting the NHS England Digital Operations and Service Management National Service Desk. From this the Service Desk initiate an Escalation Task which will show in the relevant teams’ queues.
The Managed By Group accountable for managing the service the Incident is logged against are responsible for handling the escalation through to resolution. 
[bookmark: _Toc462239318][bookmark: _Toc182557781][bookmark: Assignment]Incident Assignment 
In the event that an Incident cannot be diagnosed and resolved by the assigned individual or team the Incident must be re-assigned to the next appropriate resolver group within the services’ support model as quickly as possible.
Some incident routing may be determined automatically by the toolset. 
Where automatic assignment cannot be determined, an individual should refer to the support model for the given service. Where the individual is unable to determine the correct assignment group the Incident must be assigned to the Managed By Group for the service the Incident is logged against to identify the next steps. 
Where an Incident has multiple concurrent workstreams to be progressed and investigated the Managed By Group for the service the Incident is logged against retains overall responsibility of the management of the Incident. 
Full details of the incident must be completed and checked within the ITSM toolset to provide context and required details for the team the Incident is being assigned to prior to assignment.
If the Incident has been logged with clinical risk, the clinical safety flag must be populated on the Incident form to trigger a Clinical Safety Assessment (CSA) task to the NHS England Clinical team responsible for the service an incident is logged against. Anyone who reviews the Incident and identifies potential clinical safety risk has the responsibility of triggering the clinical safety flag. If in doubt, then the clinical safety flag should be checked. Once the flag is checked and the record saved, the person checking the flag should check to ensure a CSA has been created. If not, then a CSA should be created manually from the Incident.
If the Incident has been logged with Information Security or Information Governance (I.G.) risk, the Security / I.G. flag must be populated on the Incident form to trigger the incident security/I.G. assessment task to the NHS England Information Security & I.G. Team. Checks should be made to confirm these have been raised and linked to the Incident. They can be raised manually from the Incident if not.
Where assignment is required to a stakeholder or resolving party outside of the toolset, the assigning support team is responsible for the ongoing updates and management of the Incident until such time that the stakeholder or resolving party’s activity has completed.
Initial review of an assigned Incident should be undertaken as soon as possible with consideration of the target fix time. 
[bookmark: _Toc462239319][bookmark: _Toc182557782]Investigation and Diagnosis
Upon receipt of an Incident the assignee should:
· Review the description of the Incident.
· Understand the chronological order of events.
· Assess the full impact of the incident that has occurred.
· Establish if any events could have triggered the incident (e.g. recent change / user action).
· Check knowledge repositories for potential fixes and guidance.
 
Following review and investigation the outcomes may be:
· The resolving party has identified a route towards resolution which they can progress:
· Progress resolution activities as per the Incident Resolution/Recovery section.
· Further information is required from a customer to be able to progress the Incident:
· Initiate Further Information Request activities 
· The Incident needs information, investigation or action to be undertaken by another team or stakeholder, or the assignee believes the Incident is incorrectly assigned to their team:
· Follow the Incident Assignment section 
The ITSM toolset, and other ticketing tools where appropriate, should be updated with all decisions and investigation activities to maintain an audit for reference and understanding at a later time.
Service and Service Offering:
During the lifecycle of an incident the Service and Service Offering should remain set to the impacted service as per the incident report. The only exception to this is where the incident has been incorrectly set. 
It should not be changed due to an upstream dependency service being the cause of an issue. However, if a fix is required on an upstream service due to an issue with that service then an Incident should be raised against that service and related as a parent Incident.
The above is to ensure end-2-end accountability is maintained, prevent SLA fix times automatically breaching, and ensuring that Incidents accurately and consistently record the Impacted services for any issues.
[bookmark: _Toc462239320][bookmark: _Toc182557783]Incident Resolution / Recovery
When the resolving party has identified a resolution to the Incident, and when that resolution has been applied, which could include advice and guidance given, a code fix, or a data fix, the Incident will be resolved. If the fix activity requires a change to be raised, the appropriate change management processes should be followed, including any approvals, prior to resolution. 
It is the responsibility of each resolving area to update the Incident record accordingly with all relevant information, such as investigation, stakeholders engaged, decisions made and activities undertaken so that a full Incident history is maintained. 
Upon completion of the resolution details within the ITSM toolset, the Incident record will be set to resolved with the appropriate resolution details and resolution code. The ITSM toolset will inform the customer of the resolution information by both email and the self-service portal.
During the resolution period, the Service Management team responsible for the service the incident has been logged under must check the following:
· That the Incident contains the right level of detail.
· That the Incident has the correct classifications in terms of category, sub-category, service and service offering impacted. 
· That the correct configuration item has been selected.
· Where the Incident Fix Time was breached, check the correct Breach Reason is selected
· That the correct resolution code been used. 
· That the correct Resolved By Group has been selected.
· Whether a knowledge article should be created for the Incident, or linked if one was used. 
· For Incidents logged as a P1 or P2 that did not end up being accepted as a Major Incident, ensure the Priority is downgraded.
That the Incident is linked to a problem record and/or a change record where appropriate.
[bookmark: _Toc462239321][bookmark: _Toc182557784]Incident Closure 
Once the incident record has been in resolved status for 7 days, or if the customer confirms the resolution is acceptable, the Incident record will close. 
In the event that the same incident re-occurs following the initial Incident being closed a new Incident record must be logged.
[bookmark: _Toc462239324][bookmark: _Toc182557785]Resolution Rejection
In the event that the customer rejects the resolution of an Incident prior to it being closed, the Incident will be placed back into an in progress state and assigned to the appropriate resolver group highlighting the Incident as needing attention. The incident fix time SLA will resume from the time the Incident is re-opened.
[bookmark: _Toc462239326][bookmark: _Toc182557786]Incident Queue Handling
It is the responsibility of each operational support team to progress Incidents within their queue, where they are listed as the Assignment Group. Where an Incident is assigned to another support team, responsibility for progression, investigation, diagnosis and resolution of the Incident also passes to that team. Upon each reassignment, triage of an assigned Incident should be undertaken as quickly as possible to determine if an Incident has been either incorrectly assigned, categorised, or the priority has been incorrectly set.  In this event, it is the responsibility of the assignee support group, recorded as the Assignment Group, to re-assign or update the Incident.
Overall accountability for ensuring Incidents are being progressed and queues are managed to meet expected fix times lies with the Managed By Group for the service the incident is logged against. Incident Management activities for a given Incident can be delegated to another service team during the lifecycle of an Incident utilising the Incident Management Group field with agreement from both parties, however overall Incident Management accountability remains with the Managed By Group for the service the Incident is logged against.
A list of activities for Incident Management can be found here (nhs.net credentials). These are the minimum activities the service team accountable for the service the incident is logged against should be carrying out. 
[bookmark: _Toc182557787][bookmark: _Toc462239327]Linked Incidents 
When an MI or an incident affecting multiple users has been declared that results in a number of Incidents being logged, the first Incident record raised for issue the will become the parent record, unless determined otherwise:  All subsequent Incidents logged for the issue will be related and linked as child tickets to the parent record. All updates on overall progression should only be added to the parent record by the investigating team, which in turn will update linked child records.
[bookmark: _Toc462239328][bookmark: _Toc182557788]SLA / OLA Tracking 
The NHS England Digital Operations and Service Management Incident Management Teams will perform end to end monitoring of fix times via reporting mechanisms which are configured within the ITSM toolset and utilise jeopardy management to escalate to support teams where an Incident has reached its defined threshold or has breached its fix time SLA. It is critical that the Incident Managers carry out jeopardy management to ensure consistency on Incident handling, drive down resolution times, reducing impact and risk on the NHS.
[bookmark: _Toc182557789]Customer Notification Process
Resolving teams can provide the customer with updates throughout the Incident lifecycle. Automated emails will be sent to the customer from the toolset upon receipt of a new Incident, and during the Further Information and Resolution stages. The customer can view progress of an Incident at any time via the self-service portal. 
[bookmark: _Further_Information_Request][bookmark: _Toc462239334][bookmark: _Toc182557790]Further Information Request Process (FIR)
Where additional information is required to diagnose or investigate and incident, a further information request (FIR) can be initiated. The request for further information is managed and owned by the team listed as the Assignment Group. The required information will be attained and added to the Incident record to enable the incident investigation/resolution to progress.
Initial attempts to obtain information may be made directly by the Assignment Group listed on the Incident via telephone. Where information is not immediately available to progress the Incident via this route then the FIR process should be invoked.
When an FIR is initiated via this route, the reporter will receive 3 FIR emails over a 21-day period. If no response is received within the first 14 days, the Incident record will be automatically set to resolved for a further 7 days and then will close if no response is received during this time. In this event, the Incident will be closed with a resolution code of Not Solved (Awaiting Customer Information).
Where further information has been requested and the customer advises they are unable to provide the information until a specific date or they are on leave/out of the office the Incident must remain ‘on hold’ awaiting customer until the further information process period is complete or until information is provided.

[bookmark: _Toc182557791]Clinical Safety, Security and Personal Data Breaches
The process above referenced flagging an Incident where there is potential Clinical Safety, Security or Information Governance Personal Data Breach implications. This section is to provide some additional guidance around what sort of incidents would require these flags to be checked and additional processes which are triggered from these actions.
[bookmark: _Toc182557792]Security
A Security Incident is an occurrence that actually or potentially jeopardises the confidentiality, integrity, or availability of an information system or the information the system processes, stores, or transmits or that constitutes a violation or imminent threat of violation of security policies, security procedures, or acceptable use policies.
In the case of Security Incidents, it may be necessary to modify the normal Incident process. This is because security related Incidents may require specialist handling to manage analysis, containment, eradication and recovery, whilst controlling exposure to the details of the incident. Security Incidents should also be considered for proposal to Major Incidents with assessment validated by the Cyber Security Operations Centre (CSOC) and where appropriate the Data Protection Office (DPO).
Types of Security Incident include but are not limited to:
· Account compromise
· Corruption of Data / Information
· Denial of Service
· Disclosure (Misuse) of Data / Information
· Missing Patient Data
· Network compromise
· Password compromise
· Physical security
· Software vulnerability
· Theft of Data
· Theft of equipment
· Unauthorised Access and/or Use
· Malware – such as a virus, worm, trojan or ransomware

Where an Incident is identified as a potential Security Incident. The Security flag on the Incident should be checked and the Create Security Incident button selected. A Security Incident Response (SIR) ticket is then created and linked to the Incident. The SIR is assigned to the CSOC and runs independently from the Incident. The SIR has restricted viewing permissions for the CSOC team. Updates appropriate for the Incident will be provided into the Incident ticket. The Managed by Team remain accountable for the Incident and facilitating the interface between CSOC and resolver groups where required. The CSOC are Accountable for managing the SIR. An Incident can be resolved off prior to the closure of an SIR, though should be checked with the CSOC prior to closure.
Where a Security Incident has been identified from within the CSOC, the CSOC will create an SIR in the ITSM tool. Where a resolver group is required to be engaged on the Incident then the CSOC will create an Incident, link it to the SIR and assign the Incident to the relevant team, exchanging sensitive related information directly with the team required to take action or investigate. The Managed By Group will be responsible for the associated Incident as per the standard process.
Further detail on Security Processes and Policy can be found here. 
[bookmark: _Toc182557793]Information Governance – Personal Data Breach
A Personal Data Breach is a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data. This includes breaches that are the result of both accidental and deliberate causes. It also means that a breach is more than just about losing Personal Data. An Incident can be both a security Incident and a Personal Data Breach. Not all Personal Data Breaches are Security Incidents and not all Security Incidents are Personal Data Breaches.
Where an Incident is believed to have led to a Personal Data Breach the Personal Data Breach flag should be checked on the Incident and a Task raised manually for the DPO.
The DPO may need further details from the reporter or others with knowledge of the Incident in order to: 
1. Determine whether a Personal Data Breach has occurred. 
2. Determine when NHS England became aware of the Breach (the UK GDPR requires us to notify the ICO within 72 hours of becoming aware of the Breach). 
3. Evaluate the potential risk to individuals as a result of the Breach. 
4. Advise on the steps we need to take to mitigate the risks to individuals and to NHS England.
Under the UK GDPR, we must report a Personal Data Breach to the Information Commissioner’s Office (ICO) within 72 hours of becoming aware of the Breach where there is a likely risk to the rights and freedoms of individuals (who could be patients, NHS staff or other individuals). The ICO is the UK’s data protection regulator.
Further detail and information on the Security and Personal Data Breach process can be found in the Incident Reporting Procedure here. 
[bookmark: _Toc182557794]Clinical Safety
Any Incident which could or did lead to harm for one or more patients should have the Clinical flag checked on the Incident record. This will create a Clinical Safety Assessment (CSA) Task assigned to the appropriate clinical safety team. If in doubt the Clinical flag should be checked.
The Clinical Team responsible for the service the incident is logged against will carry out an assessment on the CSA and provide a risk classification of high, medium, or low alongside other categorisations such as the type of risk. The clinical assessment may include actions to take to mitigate risk or provide duty of candour, whilst also feeding subject matter expert knowledge to aid accuracy and where required adjustment of the Incident priority. 
An Incident can be resolved before an associated CSA, however, consideration should be given to the ‘Made Safe’ state on an associated CSA Task prior to resolution. All CSA’s should be dealt with until the risk has been mitigated and a made safe statement has been added. This is not dependant on the state of the master Incident.
The Clinical Flag should not be un-ticked just because an Incident has been made safe or the clinical safety implications have been mitigated. In those instances, the detail must be updated in the CSA and the CSA can then be closed by the Clinical Team.

[bookmark: _Toc462239302][bookmark: _Toc182557795]Incident Management Roles and Responsibilities
[bookmark: _Toc462239303][bookmark: _Toc182557796]NHS England Digital Operations and Service Management Incident Management Teams
Accountability for Incident Management activities lie with the Managed By Group specified for the given service an Incident is logged against.
Where incident progression activities are being undertaken in relation to a supporting or underpinning service, the Incident Management responsibilities may be delegated to another Incident Management Team using the Incident Management Group field on an Incident, noting that accountability remains with the Managed By Group specified for the service the Incident is logged against.
· Incident mediation support between all operational support areas. 
· Management of priority 3, 4 and 5 cross supplier/support team issues where conference calls are required.
· Jeopardy management on Incidents to ensure SLAs are met. 
· Impact and Urgency assessment to ensure the correct Priority set for Incidents.
· Feed into Incident and fix prioritisation for delivery teams, to ensure focus is allocated appropriately.
· Ensuring high standards of data quality and management information within open and closed Incident records.
· Ensuring the relevant information is available for Incidents to be progressed.
· Making recommendations for improvement in efficiency and call reduction through measuring and acting upon key performance indicators.
· Maintaining Incident Management Team procedures and working with NHS England Digital Operations and Service Management process leads to progress Service Improvement Plans.
· Onward assignment and logging of Incidents to 3rd Party Suppliers and stakeholders via the appropriate route where assistance is required to progress Incidents.
· Providing guidance on Incident assignment where there is uncertainty on which is the relevant resolving party for an Incident.
· Establishing and maintaining working/operational relationships with all resolver group stakeholders for the managed service.
· Facilitating Knowledge Management activities to improve resolution times.
· Creating Knowledge Articles
· Facilitating the production of management information.
· Providing support during post Incident reviews as required.
· On Incident resolution, instigating Problem Management assessment of Incidents through appropriate resolution code selection, where an underlying cause has not been identified.
· Creation of Problem Records for re-occurring trends of Incidents
· Triaging and accepting/re-assigning Incidents 
· Supporting the Service Bridge on Major Incidents.
· Creation of RFCs, where relevant, on behalf of external suppliers or other relevant third-party partners, as per the Change Management process where a change is required in order to resolve an Incident.
· Where an Incident requires input from an external supplier or other relevant third party, responsibility for the ongoing updates and management of the incident until such time all relevant activity has completed.

[bookmark: _Toc462239304][bookmark: _Toc182557797]Service Desk
· Incident logging, classification and priority setting.
· Incident diagnosis and to first line fix / resolve where possible.
· Act as a single point of contact for all users / stakeholders.
· Triage and accept/re-assign Incidents
· Real-time tracking of own Incident queues.
· Jeopardy management on Incidents assigned to external resolver groups to ensure SLAs are met.
· Make recommendations for improvement in efficiency and call reduction through measuring and acting upon key performance indicators.
· Facilitate the production of management information.
· Verify resolution information and relaying to customers.
· Provide support during Post Incident Reviews as required.
· Create Knowledge Articles where applicable for first line Incident resolutions.
· Manage and maintain user satisfaction surveys for completion and publication.


[bookmark: _Toc182557798][bookmark: _Toc462239305]NHS England Digital Operations and Service Management IT Operations Centre (TechOps) 
· Service Monitoring and Event assessment. 
· Logging new Incidents and picking up automatically created monitoring Incidents as required.
· Impact Assessment, triage, classification and priority setting of Incidents.
· Holistic checks across interdependent services to identify widespread issues and appropriate routing based on available observability data.
· Incident Investigation and to fix / resolve Incidents
· Real-time tracking of own incident queues and assignment.
· Real-time tracking of fix time SLAs for Incidents in own queues.
· Provide input to Incident prioritisation discussions and decisions.
· Provide quality resolution information to be relayed to end users
· Provide timely updates to the Incidents assigned to the team to ensure both internal stakeholders and the user is kept informed.
· Undertake pre-approved operational tasks / change activity to resolve or prevent incidents from occurring.
· Provide support during Post Incident Reviews as required.
· Instigate Problem Management assessment of Incidents through appropriate Incident Resolution code selection, where an underlying cause has not been identified.
· Creation of Knowledge Articles, where applicable, for ITOC TechOps Incident resolutions.
· Triage and accept/re-assign Incidents.

[bookmark: _Toc462239306][bookmark: _Toc182557799]Internal Resolver Teams (3rd / 4th line) including Operational Business Teams
· Service Monitoring and Event assessment
· Logging new Incidents as required via the agreed method for the service.
· Review classification / priority setting.
· Incident diagnosis and to third line fix / resolve incidents.
· Real-time tracking of Resolver Team incident queues and assignment.
· Real-time tracking of Resolver Team response time and fix time SLAs.
· Provide timely updates to the incidents assigned to the team to ensure both internal stakeholders and the user is kept informed.
· Provide quality resolution information to be relayed to end users / incident reporters.
· Provide input to Incident prioritisation discussions and decisions.
· Where a resolver Team owns the relationship with the Level 4 (external) supplier that Resolver Team will own the Incident and be responsible for the ongoing updates and management of the incident until such time that the Level 4 Supplier activity has completed. Alternatively, the Incident should be reassigned to the NHS England Digital Operations and Service Management resolver group who owns the relationship.
· Creation of an RFC on behalf of level 4 suppliers, as per the Change Management process where a change is required to a configuration item to resolve an Incident.
· Undertake pre-approved operational tasks / change activity to resolve or prevent incidents from occurring.
· Provide support during Post Incident Reviews as required.
· Make recommendations for improvement in efficiency and call reduction.
· Instigate Problem Management assessment on Incidents, where an underlying cause has not been identified.
· Creation of Knowledge Articles were applicable for third line Incident resolutions.
· Triage and accept/re-assign Incidents

[bookmark: _Toc462239307][bookmark: _Toc182557800]NHS England Digital Operations and Service Management Service Bridge
· Provide dedicated Major Incident management support. 
· Ensure required resources are being made available both internally and by Service Providers and that resolution plans are on track by continually reviewing the MI with the Service Provider MIMs, Internal Support teams and other NHS England stakeholders.
· Escalate within internal and external teams and Service Providers in a timely and constructive manner to break down any barriers to the resolution of the Incident. 
· Ensure open and ongoing communication channels are available to progress MIs for NHS England Digital Operations and Service Management Provided services. Unless by exception this will be via an ongoing open conference call.
· Drive restoration activities on MIs and maintain restoration plans during the course of a MI.
· Schedule and agree the time of each checkpoint meeting/call for additional management updates and agreed communications. Internal and external NHS England Digital Operations and Service Management Service Providers currently work to the guidance of updates to the NHS England Digital Operations and Service Management Service Bridge every 60 minutes for a priority 1 and every 90 minutes for a priority 2 MI.
· If out-of-hours and where required, schedule and agree Emergency CAB Meetings.
· If the MI continues beyond the working day, a detailed handover must be provided to the National Service Desk and EDM in the format of an email template and telephone call.
· Facilitate cross supplier / internal support team war rooms activities to drive Incident resolution.
· Facilitate checkpoint meetings where required.
· Ensure the creation of Higher Priority Incident Reports within the 10-day policy.
· For NHS England Digital Operations and Service Management internally delivered service MIs, on closure of an MI, the NHS England Digital Operations and Service Management Service Bridge will ensure that the incident details are sufficient for a Post Incident Review (PIR) to be generated.
· Issue regular communications to interested parties and ensure all communications are substantiated and based on the facts discussed and agreed during meetings or via any other communication channel.
· Manage and chair Post Incident Reviews when required following an MI with both internal and external NHS England Digital Operations and Service Management Service Providers
· Make recommendations for improvement in efficiency and call reduction.
· Creation of Knowledge Articles were applicable for Major Incident resolutions.
· On Incident resolution, instigate Problem Management assessment of Incidents through appropriate resolution code selection, where an underlying cause has not been identified.
· Triage and accept/re-assign Incident tasks within the agreed OLA (See Incident Management OLA and SLA section)

[bookmark: _Toc462239308][bookmark: _Toc182557801]Clinical Teams / Operational Security & I.G Teams
· Review classification / priority setting.
· Incident diagnosis and to resolve where possible.
· Provide subject matter expertise on the clinical and security aspects of Incidents to aid impact assessment, prioritisation and mitigation activities.
· Real-time tracking of Incident Task, CSA, and SIR queues and assignment.
· Real-time tracking of Incident Task, CSA and SIR response time and fix time SLA's where in place.
· The Clinical Team responsible for the Service an Incident is logged against are accountable for updates to CSA Task
· The DPO are accountable for updates in the DPO Task
· The CSOC are accountable for the SIR
· Provide quality assessment / resolution information to the customer
· Where task assignment is required to a 3rd party, Clinical or Security Teams are responsible for the ongoing updates and management of the Incident Task until such time that the 3rd party Supplier activity has completed.
· Provide support during Post Incident Reviews as required.
· Make recommendations for improvement in efficiency and call reduction.
· Creation of Knowledge Articles where applicable for clinical /security resolutions.
· Triage and progress Incident tasks, CSAs and SIRs as soon as possible.

[bookmark: _Toc182557802]NHS England Digital Operations and Service Management Service Providers
· In line with contractual arrangements, all managed Service Providers must provide any requested information from NHS England Digital Operations and Service Management Incident Management to support the speedy resolution of escalations and complaints.  Suppliers will provide the necessary resource, both Service Management and Technical, where required, to attend conference calls to support the resolution of incidents escalations and complaints.
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